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Throughout this manual we use notes to make youeaofesafety
considerations.

Identifies information about practices or circunmstas that can lead to
personal injury or death, property damage, or econidoss.

These warnings help to:
WARNING! * identify a hazard
* avoid the hazard

* recognize the consequences

Identifies information that is especially importdot successful
IMPORTANT! application and understanding of the product.

Identifies information that explains the best wayse the
AN-X-ABCAPT

TIP
Microsoft is a registered trademark of Microsoftr@aration.

Windows, Windows 95 and 98, Windows NT, Windows @@dd Windows XP are trademarks of
Microsoft Corporation.

ControlLogix, RSLinx and RSLogix 5000 are tradensaok the Allen-Bradley Company, Inc.
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Hardware Features

AN-X-ABCAPT Module Overview

The AN-X-ABCAPT capture module captures frames fiaom
Allen-Bradley Data Highway Plus or 1771 remote W@work. The
Windows utility supplied transfers the network firescaptured by
AN-X to a computer over Ethernet.

The module passively monitors network traffic aagtares all network
frames, with timestamps to microsecond precisibrloes not occupy a
node on the network or affect network traffic iryamy.

You can choose to store network frames to one woatis file, or you
can have AN-X act as a ring buffer, storing onlg ttata for the previous
user-specified number of minutes.

Post-capture filtering lets you select specifiarfes to store to a text file,
based on the criteria you supply.

Filtered network data can be viewed with any tehtoe.

The module firmware can be updated over Etherriegube Windows
utility supplied. Refer to page 51 for details.

The module has:

« LEDs to indicate the status of the connection &éEthernet, its
own internal state, and the state of the connettidhe network

» an Ethernet connector
« a Phoenix Combicon connector to connect to the ortw

* apower connector
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Package Contents
*  AN-X-ABCAPT module

* CD containing software and documentation

Other Requirements

To transfer data over Ethernet requires:
* 100 Mbit/second Ethernet network and hardware

« Ethernet network should uses switches, not hubs

Modes of Operation

There are three AN-X modes of operation:
* Boot mode. The AN-X is running its low level stgstfirmware.

* Configuration mode. This is the mode when youup@ating the
firmware in the AN-X.

* Production mode. This is the normal runtime modepfration.
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Page 4 AN-X-ABCAPT

Installation
Prevent Electrostatic Discharge

The module is sensitive to electrostatic discharge.

Electrostatic discharge can damage integrateditsrou
semiconductors. Follow these guidelines when yowleathe module:

WARNING! * Touch a grounded object to discharge static patenti
* Do not touch the connector pins

Power
AN-X requires a DC power input of anywhere fromtaé24 VDC.

alal

GND - +

Left to right the pins on the power connector drassis ground, negative
voltage and positive voltage.

The chassis ground should be connected.

Power consumption internally is 300 mA @ 12VDC 60InA @
24VDC.

The part number for the power connector and networkector is
Phoenix Combicon MSTB 2.5/3-ST-5.08

Cabling and Termination

Follow Allen-Bradley cabling recommendations fort®#&lighway Plus
or remote I/O. Refer to Approved Vendor List fadPDH+, DH-485,
and Remote 1/O Cables, publication ICCG-2.2, Felyrd896.

The network cable must be terminated with termimgatbads attached to
the physical ends of the network, usually 82 ohuot réfer to
Allen-Bradley documentation since some devicesireditb0 ohm
terminators. There should be two and only two teators on the
network.
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Ethernet Cabling

Software Installation

Reference

From left to right on the AN-X module, the Data Ry Plus
connections should be line 1, shield, line 2.

alala

AN-X has a standard RJ-45 connector for connecorigthernet.

If you are connecting AN-X to an existing netwohkdugh a router or
switch, use a standard Ethernet cable.

If you are connecting directly between a computer AN-X, use a
crossover cable.

You must uninstall any previous version of thewafe before you can
install a new version. Use the Windows Controld?a@dd and Remove
Programs to remove the old version.

Insert the CD supplied with the AN-X module and the program
setup.exe on the CD.

For information about Data Highway Plus protocefer to
Allen-Bradley publication “DF1 Protocol and Commafet”,
publication number 1770-6.5.16, October 1996.
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Quick Start
Use the following steps to start capturing:
Step Page
1 Install AN-X software 5
2 Connect AN-X to Ethernet 5
3 Run AnxInit and set the IP address
4 Connect AN-X to Data Highway Plus or remote 1/O 4
5 Run AnxAbCapt 17
6 Select Acquire to capture frames 17
7 Dump the frames to a test file to view them 19
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Basic Configuration

The AN-X-ABCAPT module captures frames from an AHBradley
Data Highway Plus or 1771 remote I/0O network aadgfers them to a
computer over Ethernet.

Before you can use the AN-X-ABCAPT, you must coafggits network
properties on Ethernet.

No configuration is required on the Allen-Bradlegtwork.

Ethernet Configuration

fflLocal Area Connection (0x2) 00-0c-1a-00-00-0a 192. -10O] x|

Configuration  Utilities Edit  Wiew Help

AN-X can be configured to use a static (unchangiRgddress or it can
be configured to obtain its IP address from a DHHERer.

Unless you have control of the DHCP server, in napglications you

will want to configure AN-X to use a static IP adds. Otherwise the
DHCP server may assign a different IP address &@ehAN-X powers
up, and any software that accesses the AN-X mosaigd have to be
reconfigured.

AN-X is shipped with DHCP enabled. If it finds &lOP server on the
network, the DHCP server assigns it an IP addi®s.can use the
utility AnxInit to find the IP address that the DIRGerver has assigned.
SelectUtilities/Locate All AN-X Modules and AnxInit will locate the
AN-X and display its IP address.

& X K ?

Sartiuam
IphddrScr
Ho=stHame

Sartiuam
IphddrScr
Ho=stHame

ki

For Help, press F1

Found 2z AM-

X dewvicael(=s]) ;I

= Q000000% (Ethernet MAEC: 00:0o0:1a:00:00:08)
= 1&Z _ 1&8 .0.41
= tast

= Q000000 (Ethernet MAEC: 00:0o0:1a:00:00:038)
= 18z _1&8 O .10
= BAMNEOQOOOOR
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IMPORTANT!

IMPORTANT!

IMPORTANT!

If AN-X does not find a DHCP server within aboutel minutes of
starting up, it reverts to a temporary static IBrads of 192.168.0.41 If
AN-X is using this temporary IP address, it repdat flashes the SYS
LED three times followed by a pause.

Use this temporary IP address only for initial pedfi AN-X. AN-X will
not function for its intended purpose at the terappiP address.

If you are using multiple AN-X modules, configureeoat a time,
especially if there is no DHCP server on the nekwsince they will all
revert to the same temporary IP address when tiktpffind a DHCP
server.

If you are connecting AN-X to an existing Ethernetwork, consult the
network administrator to obtain information aboatwhyou should
configure AN-X and to obtain a static IP addregsAN-X.

The AN-X must be on the local Ethernet when youtsdP address.

You configure the Ethernet properties using the d@ms utility AnxInit
supplied with AN-X.

Use theConfiguration/AN-X IP Settings command to start the AN-X IP
configuration wizard, which takes you step by stepugh the IP
configuration process.

Step 1
In step 1, you identify the AN-X you are configugin
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Step 1: AN-X Selection x|

Select thiz computer's Ethernet adapter that's an the zame Ethernet subnet as the AN -=
module you want ta configure [vou may only have one Ethermet adapter in pour computer]

Local Area Connection j

Enter the Ethermet MALC Addresz of the AR+ module you want to configure. You can get
thiz from the label on the A== module or by selecting Utilities/Locate All AR Modules [if
the module's current |P addrezs is on the zame subnet).

| 00-0c-15-00-00-09

Enter the IP addrezz on the local zubnet that pou intend the AM - module to uze.

| 192 188 . 0 . 9

E xit |

1. Select the Ethernet adapter that's connectduetdN-X. In most
cases there will be just one Ethernet adapterarcéimputer. The AN-X
must be on the same subnet as the computer.

2. Enter the MAC address of the AN-X you are camfigg. This is
printed on the AN-X label. It consists of six gaaf hexadecimal digits,
separated by hyphens. In the example above,(t&81a-00-00-09.

If the AN-X is already online, you can obtain its\@ address using the
Utilities/Locate All AN-X Modules command.

3. Enter the IP address you intend the AN-X to use.

Step 2
In step 2, you choose a method of restarting AN-Xut it in boot mode.
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Step 2: Cycle Power or Reboot Command X|

|r order o configure the [P addrezs ar update the module's firmware the module must be
be zet to a zpecific mode. There are bwo ways to do this;

% 1. Cycle power on the &M -3 Module.

Thiz iz the prefered method, but the AM-= madule must be nearby.
If your chooze this aption, POYWER OFF the AM-¥ module and click on the Mext buttar.

i 2 Send a command on Ethernet that restarts the A8 madule.

Thiz methad iz more canvenient if the madule iz not nearby,
If you chooze thiz option, make sure the AM- module 1z powered OM and fully up and
running, then click on the Mest buttan,

<< Back |

The preferred method is to cycle power on the ANS€lect the first
option on the screen and click tNext >> button.

The second method, useful if the AN-X in not eaattgessible, is to
send it a command over Ethernet. The AN-X mugtdeered on and
completely running for this method to work. Foample, if this is the
first time you are configuring a new AN-X, allowf8adient time for it to
acquire an IP address from a DHCP server or to ¢timtend use its
default IP address (about 3 minutes). Selectehersl option on the
screen and click thdext >> button.

Step 3:

Wait for AN-X to enter boot mode. While AnxInitvgaiting, the
Next>> button will be disabled. When AN-X is in boot nepdhe
Next>> button will be enabled.
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Step 3: Wait for Boot Mode x|

[f you zelected the "Cycle Power'' option, power O the A<= module o,
If you zelected the "Reszet Command option, a rezet command haz been sent to the
A module.

Thiz program iz how gending meszages to the AM-= module wzing the MALC address and
|F addresz you entered previouzly. These meszages tell the AM-= maodule o remain in itz
"Boot" state in preparation for configuning the [P zettingz

[f the AM - module enters "Boat' mode successfully the "Mest" button below will be
enabled 2o you can move on to the next step.

|f the &M module has been powered OM for mare than 10 seconds and the Mest button
iz still dizabled prezs the "Back" button, confirm the MAC and P addreszes and check
the Ethernet cabling.

MHewxt »x |

If the AN-X does not enter boot mode within abofitskconds, return to
the previous screens and check the entries.

The AN-X TCP/IP Configuration dialog appears.

AN-X TCP/IP Configuration x|

Enter the P configuration pou want the previouzly zelected AM - module o uge.
You MUST enter a walid Default gateway P addrezs that iz on the zame zubnet az the
AM - module, but pou don't need to have a device at that address.

Hozt Mame : |2

£~ [btain an IP address automatically [DHCR)
&+ Use the following Setings:

IP Address:| 192 . 168 . 0 . 9
Subret mask:l 2R5 .25 285 . 0
Default gatewa_l,l:l 192 162 . 0O . 1

Einizh I Cancel

Enter aHost Name for the AN-X. This name is used internally by AN-
and may be used to identify the AN-X if you hav@NS server on your
network. The name can be from 1 to 31 characters. |
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To configure the AN-X to obtain its IP address frarfDHCP server on
the network, seleddbtain an | P address automatically (DHCP)

To configure the AN-X to use a static IP addresiectUse the
following Settings and enter:

* the desired IP address for the AN-X.
e the Subnet mask for the AN-X
» the default gateway for your network.

You must enter a valid default gateway address éthere is no device
at the gateway address on the network.

Click OK to complete the configuration.

If you Cancel theConfiguration/AN-X |P Settings command, AN-X is
left running the boot code. Use thélities/Restart AN-X command to
restart the AN-X.

Example: Standalone Computer

TIP

A typical example is a laptop computer capturintywoek frames and
connecting directly to an AN-X.

Since you are connecting directly from the comptdekN-X, use a
crossover Ethernet cable.

The following instructions assume Windows 2000.e Phocedure for
Windows NT and Windows XP is very similar. Theg@ahssume that
an Ethernet network card has been installed icongputer and that
AnxInit has been installed on the computer.

The parameters in this example will work when yeuup any
standalone computer to work with AN-X.

First configure the computer to use a static IPreskl From the Start
menu, selec8art/Settings/Network and Dialup Connections. Double
click onLocal Area Connection.
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Local Area Connection Status d |
General
— Connection
Statuiz: Connected
Diuration: 01:57:12
Speed: 100.0 Mbp=
— Activity =
Sent —— 'l ——  Received
L4
Packets: la | el
Dizable |

Click theProperties button.
Double click oninternet Protocol (TCP/IP).

Internet Protocol {TCP/IP} Properties ed |

General

Y'ou can get IP zettings azsigned automatically if your network, supparts
thiz capability. Othensize, pou need to azk your nebwork, adminiztrator for
the appropriate 1P zettingz.

£ Obtain an IP address automaticzally

—i% ilze the following IP address:

IF addresz: I 192 168 . 0O . 10
Subnet mazk: I 2ER2RR AR 0
D efault gateway: | 192 188, 0 . 1

£ Dbtain DMS server address automatizally

—% |ze the following DMS server addresses;

FPreferred DMS zerver: I

Alternate DNS zerver: I

Advanced... |
(] % I Cancel |
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In this example, we will assign the computer aadiEress of
192.168.0.10

Set the Subnet mask to 255.255.255.0 (standard foaie Class C
network address of 192.168.0.x).

Set the Default gateway to 192.168.0.1 (this adddess not exist on the
Ethernet network but AN-X requires a valid defaydteway entry).

Click OK to accept the settings
Connect the computer to AN-X using the crossovbteca

If this is the first time you have used the AN-X ae, it will look for a
DHCP server on the network. It waits about thrésutes, then reverts
to a default IP address of 192.168.0.41

Power up the AN-X and wait for the search for a H&&rver to time
out. When the search for a DHCP server timesAntX will flash the
SYS LED red three times followed by a pause repibate

Run AnxInit. SelecUtilities/Locate All AN-X Modules and confirm that
the AN-X is found.

fiflLocal Area Connection (0x2) 00-0c-1a-00-00-0a 192.16 -10O] x|
Configuration  Utilities Edit  Wiew Help

x| W2 2
Found 1 AMN-3¥ dewice (=) ;I
Sarium = Q000000% (Ethernet MAEC: 00:0o0:1a:00:00:08)
IphddrScr = 182z _1&8 .0 .41
Ho=stHame = tast

i Ny

For Help, press F1 I_ v
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SelectUtilities/Select An AN-X and enter the MAC Address and IP
address.

Set Ethernet & IP Address x|

Adapter : ILl:u:aI Area Connection j
Ethernet bMAC Address II:IEI-I:Ic-1 &-00-00-03

IPAddress:| 132 . 168 . 0 . 41

Cancel |

Click OK to accept the setting.
SelectUtilitiessAN-X IP Configuration.

AN-X TCP/IP Configuration x|

Enter the |P configuration you want the previouzly selected AR+ module to uze.
You MUST enter a valid Default gateway [P address that iz on the zame subnet az the
A= module, but pou don't need to have a device at that address.

Host Mame : |kezt

™ Obtain an IP address automatically [DHCF)
' Use the following Settings:

IPAddress:| 192 . 166 . 0 . 20
Subnet mask:l AR 28R 285 . 0
Default gatewa_l,l:l 192 168 . 0 .

Einizh I Cancel

Enter an IP Address. In this case we chose 190168

Enter the same Subnet mask and Default gatewayahatntered for the
computer. The default gateway address does nsit @xithe network
but AN-X requires that the field have a valid entry

Click Finish to accept the settings.
SelectUtilities/Restart AN-X to restart AN-X with the new parameters.

When the AN-X has restarted (SYS LED is solid gjeealect
Utilities/Locate All AN-X Modules and confirm that the AN-X is found
with the new parameters.
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fflLocal Area Connection (0x2) 00-Oc-1a-00-00-09 192.168.0 - 10| x|
Configuration  Lkilities Edit  Wiew Help

B % | K2 ?

Fournd 1 AMN-¥ dewvice(s) :I

Sertlam
IptddrSter
Ho=stHam=

20000008 (Ethernet MAC: 00:02:15:00:00:0%)
122 . 1e82 0 20
Ca=t

i o

For Help, press F1 o

Reconfiguring an AN-X from an Unknown State

It sometimes happens that an AN-X has been prelyicosfigured with
an IP address that causes it to be inaccessilileearurrent Ethernet
network. To reconfigure it to a known state, rh@ tcommand
Configuration/AN-X IP Settings to start the AN-X IP Configuration
Wizard and reconfigure AN-X.
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Capturing and Displaying Network Data

Use the Windows AnxAbCapt utility to capture netlwénames, transfer
them from the AN-X to the computer, store themaodndisk, and view
them.

Setting the AN-X IP Address

SelectConfig/Set AN-X IP Address.
AnxAbCapt displays the AN-X-IP Address dialog.

AnxAbCapt - AN-X IP Add x|

ANHIP:| 192 168 . 0 . 3

Cancel |

Enter the IP address of the AN-X module that yosiwvid use to capture
Allen-Bradley network data.

Refer to page 7 for information on setting the ANPXaddress.

Capturing Network Frames

SelectCapture/Acquire or click on the Capture button.

AnxAbCapt displays the Capture Control dialog.

AnxAbCapt - Capture Conkrol x|

CaptFile : |I::'\.fl'-.N><'-.-“-‘-.E!E.-'1'-.F'T hheat Browze |
IEI Stop Error Limnit

[ Continuous File

|3 F.eep Time [bin]

v Ao Durnp

|23Elk vI Baud A ate

Type or browse in the capture fil€dptFile) name.

Cancel |

Enter a value for th&op Error Limit. The stop error limit is the number
of network errors that can occur in the curremt fiefore the capture
stops automatically. A value of 1 means that tigfure stops on the
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TIP

TIP

TIP

first error. The default value of 0 causes the wagpto continue if there
are network errors. If you are using the ring bufhethod of capture,
and the error limit is not O, the error count isa&to 0 each time a new
file is opened.

You can use the Stop Error Limit to trap a tranis@rrarely occurring
error. UncheclContinuous File, set theKeep Time to 2 minutes and set
theSop Error Limit to 1. The capture will capture network frameslunt
the first error occurs, then stop.

You can also use the Stop Error limit to capturestsuof errors. Set the
Stop Error Limit to the threshold value, for examplor 10, and run the
capture as in the previous example.

If you checkContinuous File, the network data is stored in one
continuous file.

If Continuous File is unchecked, AnxAbCapt acts as a ring buffer,
creating new files and deleting old ones. It creat@ew file for each
minute the capture is running, naming the file base the name you
supply and the current time. For example, if yoppy the name Test
and the current time is 14:53 (2:53 P.M.), it statbring data in a file
called Test.1453.AbCapt. The next file is callex$il1454. AbCapt, and
SO on.

For captures over long periods of time, use rinfeoumode.
Continuous capture is better suited for short aagtulf you use
continuous capture and the computer is turnedradihgthing goes
wrong, all captured data could be lost. Using boéfer mode, if the
computer is turned off, only data for the last ntiencould be lost.

If Continuous File is unchecked, you must enter a valuekegp Time
(min). The keep time is the number of minutes of dagh will be
stored. The defaultis 2. As it creates each filewit deletes the file
older that is then older than the keep time. Tdieesof Keep Time can
range from 2 to 1439 minutes.

If you want to preserve a capture file, move iatmther directory, since
otherwise a later capture could inadvertently deiet

If Auto Dump is checked, AnxAbCapt automatically executes a
Capture/Dump command when the capture ends.

Select thaBaud Rate to match the network baud rate.

Click Sart to begin capturing network frames.
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AnxAbCapt displays th€apture Satus dialog box.

Capture Status X|

— Capture Statuz

Tirne: 14:45:37
Creating: test1 445 AbCapt
Size: 6.9k
Deleting: tezt] 442 AbCapt

GoodR=: 1830
BadFw O
Ralevel: 0

— Free Space

13116 — .
Stop I i Cancel |

It shows the current time, the file currently beirged to store the
capture data, the file size, the file being delétedy buffer mode only),
the number of good frames received, and the nuwfideaid frames
received.

GoodRx is the number of frames with good statustihge been
captured.

BadRx is the number of frames with bad status (@RGr, abort,
overrun, or noise) that have been captured intinet file. If you are
using the ring buffer method of capture and the stwor limit is
non-zero, BadRx is reset each time a new file opens

The Free Space progress bar shows the amounieda$igee remaining
on the disk drive.

To stop the capture, clickop.

To cancel the capture, cli€kancel. This stops the capture but does not
delete any captured data files. If AutoDump waesckled, the Dump
command is not executed.

Selecting Frames of Interest
SelectCapture/Dump or click theDump to Text button.

[
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AnxAbCapt displays the TextDump dialog.

AnxAbCapt - TextDurmp x|

FileM amelE:'\.ﬂ.NX'\.ﬁ.E CAPThest] 226.4BCapt Browze |
EIptiu:unFiIeIl::"-.-'i‘-.NX"-.-'l'-.E CAPTSATS _DHP Msgs. opt rl:uwsa E dit |

StartHefIU EndHefID NumMin|1

OptFile: Shaow &l DH+ PCCC Messages
[ A [ A [ A2 A

¥ Auto Exec Editor
Editar Path IE:'&WINDDWS&NDTEP Browsze | Execute | Cancel |

Browse or type the capture file name into FkeeName box.
AnxAbCapt appends the option file name to the ngawesupply, and
then appends the extension “.txt”. For exampléhefcapture file is
Test1413.AbCapt and the option file is QTS_DHP o, the text file
created is Test1413 QTS _DHP_AIlLtxt

Browse or type the Option File name into @@ationFile box. Option
files control which frames are selected from thegtgee file, and the
format they are saved in. To display all messagmect either the
QTS_DHP_All.opt or QTS_ABRIO_All option file. Fatetailed
information on option files, refer to page 21.

Click Edit to edit the option file. If you make changeshe option file,
you may need to browse it in again in order forechanges to take
effect.

If you want to select just a portion of the fileter starting $tartRef)

and endingEndRef) reference numbers. Leave both as 0 if you want t
include all the network frames. Normally you laz#te event of
interest, then use the starting and ending referanmbers to display
frames around that event.

If you obtained the capture using the ring buffetimod,NumMin
determines the number of consecutive captureffites which frames
are to be extracted. If the capture was obtais@tuhe continuous file
method, seNumMin to 1.

After AnxAbCapt stores the selected frames to aftkx you can have it
automatically open the file in your text editorhgekAuto Exec Editor
and browse or type the path to the editor inEtieor Path box.

Click Execute to dump the selected frames to the text file.
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Comments

Description

Reference Numbers

Option Files

Option files are used to define which frames ateagxed from captured
data. Option files consist of various option litleat control which
frames are selected.

Lines beginning with a semicolon are comments aadgnored.

Use the Descrip= option line to display a desasipin AnxAmsCapt.
“Descrip="is followed by the text to be displayeBor example,

Descrip=Show All DH+ PCCC Messages

causes the description to appear as shown:

x
FileM ameIE:'\.ﬂ.NX\.ﬁ.E CAPT est] 226 .4BCapt Browze |

DptiDnFiIEIE:'\.ﬁ.NK'\.ﬁ.E CAPTMATS_DHP _Mzgz opt : Edit |

StartHefIU EndHefID NumMin|1

OptFile: Shaow &l DH+ PCCC Messages
[ A [ A [ A2 A

¥ Auto Exec Editor
Editar Path IE:'&WINDDWS&NDTEP Browsze | Execute | Cancel |

The description can be up to 55 characters long.

Each frame has an associated reference numbet) wdicbe used to
uniquely identify that frame.

To suppress the inclusion of reference numberijdeche NoRef
option line.

Example:
NoRef
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Frames with Bad Status

Timestamps

Frames with bad status are shown with an asteeikd the frame data.
For example,

2298: a 2.444,042 *010< 01" 003> 077-

To suppress the selection of frames with bad statalide the NoBad
option line.

However, if frames are very badly formed, theyauwwmatically
displayed, whether they are selected by the contd#rthe option file or
not, along with some indication of the cause ofgiteblem. For
example,

2310: a 2.586,106 ..a.FrmLen?(0)

See also Detailed Status on page 25.

The TmeAbs option line sets the format of the fraimestamp. It
specifies the units used to display the timestaPpssible values are:

hr — hours

mn — minutes

sc — seconds

ms — milliseconds
us — microseconds

Any character after the unit is displayed. Forreghke, hr:mn causes the
time to be displayed as 12:37, with a colon betwberhours and the
minutes.

Example:
TimeAbs hr:mn:sc.ms,us

The frame timestamp can be identified by a leatihon the captured
data. For example, in this frame, the timestanfp046493 ms.

17: a 0.016,493 003< 05" 077> 004f002ae42170

Two other times can be displayed using the sanmdbr

The TimeGap option line displays the gap time, Wwhécthe time from
the end of the previous frame to the start of tmeent frame.

Example:
TimeGap ms.us

The gap time can be identified by a leading ‘gttie capture. For
example, in this frame, the gap time is 0.259 ms.

17:a 0.016,493 g 0.259 003< 05" 077> 00 4f 06431 70
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Text Graphs

The TmeDelta option line displays the delta timbjch is the time from
the start of the previous frame selected by thngile contents to the
start of the current frame.

Example:
TmeDelta ms.us

The delta time can be identified by a leading fdthe capture. For
example, in this frame, the delta time is 16.493 ms

17:a 0.016,493 d 16.493 003< 05" 077> 00 4f 06431 70

The gap time and the delta time can be displayedtest graph in the
frame data.

The GrphGap option line sets the format of thetgap graph. The
parameters are the full scale width, in charactard,the full scale time,
using the time units described previously. Timessiown graphically
using period ‘.’ characters.

Example: The following option line reserves 20 cltéer spaces,
corresponding to a full scale of 5 ms

GrphGap 20 5ms

The gap time graph can be identified by a leadi\g The end of the
graph can be identified by a ‘|' character.

Example of a gap graph, showing the gap times apdygaph, produced
using GrphGap 20,500us

17: a 0.016,493 g 0.259 g.......... |
50: a 0.045,934 g 0.343 g............. |
71: a 0.063,245 g 0.258 g.......... |
74: a 0.065,208 g 0.343 g............. |
93: a 0.082,147 g 0.258 g.......... |
114: a2 0.101,840 g 0.343 g............. |
136: a 0.120,437 g 0.258 g.......... |
139: a 0.123,945 g 0.343 g............. |
152: a 0.135,937 g 0.258 g.......... |
167: a 0.148,250 g 0.343 g............. |
186: a 0.165,137 g 0.258 g.......... |
192: a 0.170,346 g 0.352 g.............. |
208: a 0.184,567 g 0.258 g.......... |
214: 2 0.189,820 g 0.356 Q.............. |
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239: a 0.212,489 g 0.258 @.......... |
254: a 0.225,811 g 0.352 Q........oo.... |
270: a 0.239,032 g 0.257 @.......... |

If the gap time graph overflows the given scale,lileginning and end of
the graph are shown as asterisks, for example,

17: a 0.016,493 g 0.259 g* *

The GrphDelta option line sets the format of thitadéme graph. The
parameters are the full scale width, in charactard,the full scale time,
using the time units described previously. Timesshown graphically
using period ‘.’ characters.

Example:
GrphDelta 20 30ms

The delta time graph can be identified by a leadihg The end of the
graph can be identified by a ‘|' character.

Example of a delta time graph, showing the delteesi and delta time

graph:

17: a 0.016,493 d 16.493 d.......... |
50: a 0.045,934 d 29.441 d.............u.... |
71: a 0.063,245 d 17.311 d........... |
74: a 0.065,208 d 2.499 d. |
93: a2 0.082,147 d 16.939 d........... |
114: a 0.101,840 d 18.693 d............ |
136: a 0.120,437 d 19.597 d............. |
139: a 0.123,945 d 2.508 d. |
152: a 0.135,937 d 11.528 d....... |
167: a 0.148,250 d 13.313 d........ |
186: a 0.165,137 d 16.887 d........... |
192: a 0.170,346 d 5.209 d... |
208: a 0.184,567 d 14.221 d......... |
214: a 0.189,820 d 5.253 d... |
239: a 0.212,489 d 22.205 d.............. |
254: a 0.225,811 d 13.322 d........ |
270: a 0.239,032 d 14.221 d......... |
285: a 0.252,651 d 12.619 d........ |
303: a 0.267,391 d 15.276 d.......... |
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Frame Data

Detailed Status

CRC

306: a 0.270,885 d 2.494 d. |
325: a 0.286,807 d 16.922 d........... |
331: a 0.292,052 d 5.245 d... |
347: a 0.306,233 d 14.181 d......... |
380: a 0.335,133d 29.436 d................... |

If the delta time graph overflows the given scéie, beginning and end
of the graph are shown as asterisks, for example,

50: a 0.045,934 d 29.441 d* *

If the DetailSts option line is present, detailéatss information is
displayed for each frame.

Immediately before the frame data are four colurons,each for CRC
error, noise error, abort error and overrun ertbthe column contains a
period, there has been no error of the correspgrgipe in the frame.

Example:

Frame 489 has no errors, frame 493 has an abort #ame 591 has
CRC and noise errors, etc.

489: a20.889,655 ....003< 00" 077>

490: a20.889,310 ....035< 01" 003> 077-
491: a20.891, 792 cn..FrnLen?(3)3f 80 03
492: a20.955,322 ....377< 02" 077>

493: a21.005,096 ..a.FrnlLen?(0)

494: a21.007,800 cn..Frnlen?(2)25 01
495: a21.007,961 .n..FrnlLen?(1)fa

496: a21.009,535 ....046< 81" 003> 003-
497: a21.010,129 ....047< 01" 003> 003-
498: a21.012,713 ....050< 81" 003> 003-

If DetailedSts is not present, frames with badustaire shown with an
asterisk in place of the deatailed status inforomati

To include the frame CRC, use the ShowCrc optio. li

CRCs are shown at the end of the frame, enclossguare brackets.
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Raw Data

Equations

Keywords

Example:

17: a 0.016,493 003< 05" 077> 00 4f 00 2a e4 21 70 [763a]

To display frame data in raw format. use the opliie& command Rio.

Use this command when capturing from a remote Eark.

You can create an equation to control which fraaresstored and
displayed. The beginning of the equation is matkgthe option line
showonly. The end of the equation is marked byogteon line
consisting of the ‘# character. There can be amg equation in an
option file.

Example:

showonly

#

Equations consists of keywords, parameters, anst@ots, connected by
operators.

Most keywords are for use with Data Highway Pluly @md not for
remote I/O.

The equation can include the following keywordsjahitare described in
detail below.

Keyword Description

FrmSts Frame status

Len Frame length (included the 3 byte header buth®
CRC)

Dst Frame destination

Citl Frame control

Src Frame source

Rem Remote (offlink) value

Cmd PCCC command

Sts PCCC status

Tns PCCC transaction number
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Keyword Description

Fnc PCCC function

DataByte[ofs] | Data byte at offset ‘ofs’ into thefne data
DataWord[ofs]| Data word at offset ‘ofs’ into the frame data
CmdArg[hum] | Passed parameters, see page 32
GapTme Gap time, see page 22

Frame Status, FrmSts

The frame status is the status of the frame its®df should not be
confused with the PCCC status (sts).

The frame status can be one of the following:

te

Value | Symbolic name Description

0x00 | STSOK Good status

0x01 | STSCRC CRC error

0x02 | STSNOISE Noise error

0x04 STSABORT Status abort, frame did not comple

0x80 | STSOVERUN Overrun error, frame did not
terminate properly

Since multiple bits may be set in STS, mask ST8 thié bit you wish to
examine before you make any comparisons.

Example: The following equation selects frames WRC errors.

showonly

(FrmSts & STSCRC) = STSCRC

#

Example: The following equation selects all framéth errors.

showonly

FrmSts <> 0

#

Frame Length, Len

The frame length, in bytes, includes the three bgder but does not
include the CRC bytes.
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Example: The following equation selects frames witly a header.

showonly
Len <=3
#

Frame Destination, Dst
The first byte of the frame is the destination.

Example: The following equation selects frames wl#itination 77
octal.

showonly
Dst = 0077
#

Frame Control, Ctl

The second byte of the frame is the frame con@t,which identifies
the type of frame. Possible values are:

Value | Symbolic name Description
0x00 | CTL_TOK Token pass frame
0x01 | CTL_SOL Solicit frame
0x05 | CTL_MSG Message

0x08 | CTL_ACK ACK or NAK

Use the symbolic names in the equation.

Mask off the upper bits of the CTL byte with CTL_K$0x0f) before
using them in comparisons.

Example: The following equation selects PCCC ngs$aames.
showonly

(CTL & CTL_MSK) = CTL_MSG

#

Frame Source, Src

The source is the station that sent the messagreexémple, the
following equation selects frames from station ¢#ab

showonly
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Src = 0077
#

Remote Byte, Rem

If the remote byte is non-zero, the frame is tcdet to a remote ata
Highway Plus network using a link such as a Daghidiay network.

The following equation selects frames where Renvois-zero.
showonly

Rem<>0

#

Frames with Rem non-zero have an additional 11sbyteouting data
between the Rem and Cmd bytes.For example

592: a 0.529,131 003< 85" 077> 01 24 01 00 030000800 3f 00 00 Of
00 e1 08 68 00 00 Oa 00 07 00 07 OO Oa 00

If rem is non-zero, Cmd, Sts, Tns and Fnc are alidlv Use Databyte
and dataword instead.

PCCC Command, Cmd

The PCCC command byte identifies the type of conthising
executed.

Use the Ctl value to select frames that are messag®njunction with
the Cmd value

The following equation selects privileged comma(isid=6) from the
basic command set

showonly

(Ctl & CTL_MSK) = CTL_MSG
&&

Cmd=6

#

PCCC Status, Sts

Each PCCC message contains a status. The st@amisommands. In
replies, a status of 0 indicates success and a@mnstatus indicates an
error.

Use the Ctl value to select frames that are messag®njunction with
the Sts value

The following equation selects frames with non-Ze@CC status
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showonly

(Ctl & CTL_MSK) = CTL_MSG
&&

Sts <> STSOK

#

PCCC Transaction Number, Tns

Each PCCC command is sent with a 16-bit transactimnber. Stations
increment the transaction number each time theg¢f agnessage.

Byte order is low byte-high byte.

Use the Ctl value to select frames that are messagmnjunction with
the Tns value

For example, to select the following frame,
7792:a6.938,801 077< 05" 003> 00 06 00 c0 19 03

use the equation

showonly

(Ctl & CTL_MSK) = CTL_MSG
&&

tns=0x19c0

#

PCCC Function, Fnc

Some PCCC commands have a function value in addiiohe
command.

Use the Ctl value to select frames that are messagmnjunction with
the Fnc value

For example, the following equation selects frathes perform a
diagnostic status (Cmd =6 Fnc = 3)

showonly

(Ctl & CTL_MSK) = CTL_MSG
&&

Cmd=6

&&

Fnc =3
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#
with a typical selected frame
1316:a1.176,172 d 1.176.172 077< 85" 003> 0000Ba 44 03

Data Values, DataByte[ofs] and DataWord[ofs]

You can use DataByte[offset] and DataWord[offset$¢arch for
specific values within frames.

Offsets start from 0 and are always byte offseisbbth DataBytes and
DataWords.

For DataWords, byte order is low byte-high byte.

In the following frame, DataByte[6] is 2b hexadeairfor 0x2b),
DataWord[6] is e42b hexadecimal (or Oxe42b).

50: a 0.045,934 077< 05" 003> 00 Of 00 2b e4 0001 00 00 24 4e
31353a30002270

Parameters

If you have passed in one or more parameters, gowccess them using
CmdArg[0], CmdArg[1], CmdArg[2], or CmdArg[3].

Example: The following equation, from the optiole fi
QTS_DHP_MsgsToFromsStation.opt, selects framesateaPCCC
messages, and that have source or destinatioarstatitching the value
passed in as the first parameter.

showonly

((Ctl & CTL_MSK) = CTL_MSG)

&&

((Dst=CmdArg[0]) || (Src=CmdArg[0]))
#

See page 32 for information on how to pass in patars.

GapTme

The gap time, GapTme, is the time in microsectateeen the end of
the previous frame and the start of the curremhéra

Example: The following equation selects frames \gilp times greater
than 10 milliseconds (10000 microseconds)

showonly
GapTme > 10000
#
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Constants

Constants can be entered in the following formats:

Format Data range

Signed integer -32768 to 32767
Hexadecimal 0x0000 to OxFFFF
Octal 0000000 to 00177777

Passing Parameters to AnxAbCapt

Operators

You can pass in up to four parameters to be ustteierquation.
Parameters are defined by the keywords “ArgNameagNamel=",
“ArgName2=", “ArgName3="

followed by the parameter description, for example,
ArgNameO=StationA

ArgName2=StationB

AnxAbCapt displays the description and lets yoeeatvalue, as shown.

AnnAbCapt - TextDump x|

Filet ameIE:"-.fi‘-.NX"-.i‘-.E CAPTMestl 226 AbCapt Browwse |

EIptiu:unFiIeIE:'\.&NK"-.&EE.&F'THDTS_DHF'_MsgsBetweenSt Brnwsel E dit |
StartHefIU EndHefIU NumMin|1

OptFile: Show Al DH+ PCCC Meszages Bebween Stations
Stationd, StationB I At M

Editar F'athlE:HWINDDWS"-.NDTEF" Erl:lwsel Execute | Cancel I

You can use the following operators to define theation.

Operator | Description

January 2008



AN-X-ABCAPT Page 33

Operator | Description
<> not equal
I= not equal
<= less than or equal
>= greater than or equal
== equal
= equal
> greater than
< less than
&& logical AND
AND logical AND
I logical OR
OR logical OR
! logical NOT
& bitwise AND
| bitwise OR
A bitwise exclusive OR
* multiply
/ divide
% modulus
+ add
- subtract
~ complement
( left parenthesis
) right parenthesis

Sample Option Files

The sample option files provided with the AN-X méalinclude:

Option File

Description

QTS _DHP_All.opt

Selects all Data Highway Plus frame

QTS_ABRIO_All.opt

Selects all remote I/O frames
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Option File Description

QTS_DHP_Msgs.opt Selects Data Highway Plus messages

QTS _DHP_MsgsBetweenStations.opt  Selects messatyesdrespecific stations
QTS _DHP_MsgsCmds.opt Selects Data Highway Plus @mmmessages
QTS_DHP_MsgsRsp.opt Selects Data Highway Plus nsspmessages

QTS_DHP_MsgsToFromStation.opt Selects Data Hightlag messages to or from
specific station

Typically you create a new option file by editingdamodifying one of
the sample option files.

Captured Data Format

The following sample output shows a capture fronelMighway Plus,
selected using the sample option file QTS_DHP_#tl.orhe network
consists of stations 3 and 77 octal.

2662: a 2.382,850 077< 00~ 003>

2663: a 2.382,364 003< 00™ 077>

2664: a 2.383,218 077< 85" 003> 00 06 00 d9 46 01
2665: a 2.384,732 003< 08" 077>

2666: a 2.384,379 065< 01" 003> 077-

2667: a 2.386,915 077< 80" 003>

2668: a 2.386,429 003< 00n 077>

2669: a 2.387,076 066< 01" 003> 077-

2670: a 2.388,621 077< 80" 003>

2671: a 2.389,134 003< 00n 077>

2672: a 2.390,773 067< 01" 003> 077-

2673: a 2.391,309 077< 80" 003>

2674: a 2.392,822 003< 00" 077>

2675: a 2.392,461 070< 01" 003> 077-

2676: a 2.394,006 077< 80" 003>

2677: a 2.399,640 003< 05" 077> 00 46 00 d9 46 82 00 1b 00 1b 00 00 00 00 00 OO0 00 OO0 00 0O

00 00 00 00 00 00 00 00 00 00 OO 00 00 00 00 00 00 1b OO0 00 00 00 00 00 0O 00 00 1b 00 00 00 0O
00 00 00 00 00O 00 OO 00 OO 00 00 OO 00 OO 00 ae 00 00 OO 00 OO 00 OO 00 OO OO 00O OO 00 OO 00 0O
00 00 00 00 OO 00 OO 00 OO 00 00 OO 00 OO 00 OO 00 OO 00 00 OO 00 OO 00 OO 00 00 00 00 0O 00 00
00 00 00 00 OO0 00 OO0 00 OO 00 00 0O 00 OO 00 OO 00 00 00 00 OO 00 OO 00 00 00 00 00 00

2678: a 2.400,335 077< 08" 003>
2679: a 2.401,849 003< 00n 077>

Each line starts with a reference number. For @anthe first line
shown has a reference number of 2662.
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Next is the frame timestamp. The first frame h&éismastamp of
2.382850 seconds.

The next three bytes are the frame header.

The first byte of the header is the destinatiorgdtal. The first frame
has a destination of 77 octal

The second byte of the header is the Ctl bytinditates the frame type.

The third byte of the header is the source. Titst fiame has a source of
3 octal.

After the header is the frame data. The frame vaterence number
2664 is a PCCC message with destination 77 octiak; & (after with
mask 0x85 with CTL_MSK), source 3 octal. The resnoyte, Rem, is 0.
The Cmd is 6, the PCCC sts is 0, the transactionben is 0x46d9, and
the function, Fnc, is 1.

2664: a 2.383,218 077< 85" 003> 00 06 00 d9 46 01
This command reads the diagnostic counters frondéisénation

The frame with reference number 2677 containsepby/from station 77
octal to station 3.

2677: a 2.399,640 003< 05" 077> 00 46 00 d9 46 82 00 1b 00 1b 00
00 00 00 00 00 00 00 00 00O OO 00O OO 00 OO 00 OO 00 OO 00 OO 00 00
00 00 00 00 1b 00 00 00 OO 00 OO OO OO OO0 1b OO OO OO OO OO OO 0O
00 00 00 00 00O OO OO OO OO OO OO OO ae 00 OO OO OO OO OO OO OO OO
00 00 00 00 0O 0O OO OO OO OO OO OO OO OO OO OO OO OO OO OO OO 0O
00 00 00 00 0O OO OO OO OO OO OO OO OO OO OO OO OO OO OO OO OO 0O
00 00 00 00 00 00 00 00 0O OO 00O OO 00 OO 00 OO 00 OO 00 0O 00 00
00 00

The reply contains the same transaction numbdreasdmmand.
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AnxInit Log

Using Anxinit

AnxInit is a 32-bit Windows application suppliedtiviAN-X to perform
the following functions:

* Locate and identify AN-X modules on the Etherndtvmek
» Select a specific AN-X for configuration

+ Set the IP address and other network parametessfaiN-X
* Restart an AN-X

+ Display information about the selected AN-X

* Read the kernel parameters for the selected AN-X

* Update the flash (low level firmware) on the sedelcAN-X

* Update the firmware on the selected AN-X

« Patch the firmware on the selected AN-X

In addition, it can be used to:
» clear the AnxInit log

» copy the contents of the log to the clipboard fee by another
application. This is often useful for technical pag

AnxInit logs messages in its main window. Thesssages are often
useful for determining the cause of errors ortéahnical support.

To clear the log, seleé&dit/ClearLog.

To copy the contents of the Log to the Windowslabigrd so that they
can be pasted into another application, sétddtCopy.
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Netwnrk Bridge (0x2) 00-0c-1a-00-00-09 192.168.0.9 - AnxInit - |EI|5|
Configuration  Utlities Edit  Wiew Help
X N2 ¢
AN-X Info: 00-0c—1a-—-00-00-09 ;I
SerHumn = Qoooooo9
DaughterID = 0006
BootRew = 1.02. 0001
ConfigRev = 1.00.0000
ProdRew = 1.00.0000
HwERew = 1.01.0001
FirmwRew = 1.01.0003
Status = 0=z00000004
VendorId = QTS Inc.
ProdId = AN-X AR Capture Tool
IpAddrStr = 192 . 168.0.9
Ho=tHame = DHF

i Ny

For Help, press F1 l_ o

AN-X Log

Locating Available AN-X Modules

To locate all accessible AN-X modules on the Eteenetwork, select
Utilities/Locate All AN-X Modules.

AnxlInit displays a list of the AN-X modules it fisgdshowing their MAC
IDs, IP addresses and host names.

This command is useful for determining IP addresg®n they have
been set by a DHCP server or for confirming thafBiRX is accessible.
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[¥iLocal Area Connection (0x2) 00-0c-1a-00-00-0a 192.16 ][]
Configurakion  Ulities  Edit Yiew Help
x| K27

Found 2 AMN-X devrica(s]) :I
Sartlum = QOOO000E (BEthernet MAZ: 00:0o0:1a:00:00:006)
IpAddrStr = 1Sz _1&8 0. 41
Ho=stHame = Ltas=t
Sartlum = QOOO0dds (Ethernet MACS: 00:0o0:1a:00:00:05)
IpAddrStr = 1Sz _1&g&8 0 _ 10
Ho=stHame = AMNEOOOOOs

o
Kl :
For Help, press F1 o

Selecting an AN-X

Before you can perform an operation on an AN-X, yaust select it.
ChooseJtilities/Select An AN-X to select a specific AN-X.

Set Ethernet & IP Address 3 x|

Adapter : IL::u:aI Area Connection j
Ethernet MAL Address : |I:|IZI-III|:-1 a-00-00-0a

IP Address:| 192 . 166 . 0 . 10

From the Adapter list, select the network adagtat tonnects to the
Ethernet network that contains the AN-X.

In the Ethernet MAC Address field, enter the MAC Address of the AN-X
you wish to select. It can be found on the AN-Edbor using the

Locate All AN-X Modules command. The format is as shown above, six
pairs of hexadecimal digits separated by hyphens.

In thelP Address field, enter the Ethernet IP address of the ANexi y
wish to select. It can be found using tloeate All AN-X Modules
command. The format is as shown above, four ddciomabers each in
the range 0 to 255.

Both MAC address and IP address must match thegetin the AN-X
in order for communication to occur.

Click OK to select the AN-X.
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The title bar of AnxInit shows the MAC Address dRdAddress of the

currently selected AN-X.

Set AN-X IP Configuration

Utilitiess AN-X | P Configuration sets the AN-X IP address and hostname.
The AN-X must be on the local Ethernet to setitstldress.
First select the AN-X using tHétilities/Select An AN-X command.
Next selecttilitiessAN-X IP Configuration. The AN-X TCP/IP

Configuration dialog appears.

AN-X TCP,/IP Configuration

Enter the |P configuration you want the previouzly selected AR+ module to uze.
You MUST enter a valid Default gateway [P address that iz on the zame subnet az the
A= module, but pou don't need to have a device at that address.

Host Mame : Iﬂm

™ Obtain an IP address automatically [DHCF)

* Use the following 5 ettings:

IF'.i'-.u:Iu:Iress:l 192 0168 . 0

.10

Subnet mask:l 2R . 28R . 25

1

Default gatewa_l,l:l 192 168 . 0

1

Einizh I Cancel

Enter aHost Name for the AN-X. This name is used internally by AlN-
and may be used to identify the AN-X if you hav@NS server on your

network. The name can be from 1 to 31 characters. |

To configure the AN-X to obtain its IP address fraHCP server on
the network, seleddbtain an | P address automatically (DHCP)

To configure the AN-X to use a static IP addreslkecUse the

following Settings and enter the following:
* the desired IP address for the AN-X.
¢ the Subnet mask for the AN-X

» the default gateway for your network.

You must enter a valid default gateway address éthere is no device

at the gateway address on the network.

Click OK to complete the configuration.

January 2008




Page 40 AN-X-ABCAPT

Restart an AN-X

AN-X Info

Utilitiess AN-X | P Configuration resets the selected AN-X. Use the
Utilities/Restart AN-X to restart the AN-X in production mode.

If you Cancel theJtilities/AN-X IP Configuration command, AN-X is
left running the boot code. Use thélitiesRestart AN-X command to

restart the AN-X.

Use theUtilitiesRestart AN-X command to restart the currently selected

AN-X.

TheUtilitiess AN-X Info command provides information about the
currently selected AN-X in the log window.

The information shown:

AN-X Info Ethernet MAC address

SerNum Serial number

DaughterID Daughterboard ID, 6 for AN-X-ABCAPT

BootRev Boot code version

ConfigRev Configuration kernel version

ProdRev Production kernel version

HwRev Hardware version

FirmwRev Firmware release version (depends on otirre
operating mode)

Status See below

Vendorld Vendor ID

Prodld Product ID

IpAddrStr IP address assigned using Utilities/ANPX
Configuration

HostName Name assigned using Utilities/AN-X IP

Configuration

In boot mode, FirmwReyv, Vendor ID and Product 1@ awot valid, and
IpAddrStr and HostName are not shown.
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Possible status values are:

Value Meaning
1 Boot mode
2 Configuration mode
4 Production mode

Read Kernel Parameters

TheUtilities/Read Kernel Parameters command displays various
communications parameters for the currently setieatd-X

This command resets the AN-X. You will be warned given the
opportunity to cancel the command.

Local Area Connection (0x2) 00-0c-1a-00-00-0a 192.168.0.10 - AnxInit =] 51

Configuration  Utilities  Edit  Wiew Help

B2 X (W27
AnxInit Readsy :J
AMN-X now in BOOT made

BEM-X Hernel Parameters:
conscle=ttyS0, 115200 ip=1%2 . 168 .0.10:1%2 168 .0_105:1%2 168 _.0.1:255.255 255 .0 AN 00000a :ethd  nona

. o

For Help, press F1 ’_ 5

The Utilities’Read Kernel Parameters command leaves the AN-X
running the boot code. Use tbiéilities/Restart AN-X command to
restart the AN-X in production mode.

Run Config Mode

The Utilities’/Run Config Mode command is used to restart the currently
selected AN-X in configuration mode (normally usettrnally for
updating firmware).

This command is not used in normal operation but bearequired for
technical support.

The AN-X is in configuration mode when the SYS LE[shes red
twice, followed by a pause.

To exit configuration mode, use thkilities/Restart AN-X command to
restart AN-X in production mode.

Update AN-X Flash

The Utilities'Update AN-X Flash command updates the low-level
firmware (boot code, configuration kernel, prodantkernel).

Files have extension qtf.
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This command resets the AN-X. You will receive @ming and be
given the opportunity to Cancel the command.

If you cancel at the filename dialog, the AN-X lahsady been reset and
is in boot mode. Use thdtilities/Restart AN-X command to restart it in
production mode.

open 2| x|
Look in: Ia downloads j - £% E5-

ANXEOOT. QTF
ArxBoot_1 2 1.qtf
zImage.cfg.wl1.00.0001, gkf
zImage.cfg.w1.00.0002, gtf
zImage.cfg.w1.00.0003. gtf
zImage,cfg.w1.00,0005, gtf

File narme;

Open I
Files of type:  |QTS Flash File [~ 0t) | Cancel |

[~ Open az read-only

4

Update Firmware

There are two ways to update all the firmware ilA&hX module.

1. TheConfiguration/Firmware Update command starts the firmware
update wizard, which takes you step by step thrahgHirmware
update process.

2. TheUtilities'Update Firmware command updates all the firmware
on an AN-X you have selected using tiiglities/Select An AN-X
command.

Firmware files have extensidmn.
Firmware Update Wizard

Select theConfiguration/Firmware Update command to start the
firmware update wizard.

Step 1:
In step 1, you identify the AN-X you are configugin
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Step 1: AN-X Selection x|

Select thiz computer's Ethernet adapter that's an the zame Ethernet subnet as the AN -=
module you want ta configure [vou may only have one Ethermet adapter in pour computer]

Local Area Connection j

Enter the Ethermet MALC Addresz of the AR+ module you want to configure. You can get
thiz from the label on the A== module or by selecting Utilities/Locate All AR Modules [if
the module's current |P addrezs is on the zame subnet).

| 00-0c-15-00-00-09

Enter the IP addrezz on the local zubnet that pou intend the AM - module to uze.

| 192 188 . 0 . 9

E xit |

1. Select the Ethernet adapter that's connectduetdN-X. In most
cases there will be just one Ethernet adapterarcéimputer. The AN-X
must be on the same subnet as the computer.

2. Enter the MAC address of the AN-X you are uptatiThis is printed
on the AN-X label. It consists of six pairs of aeecimal digits,
separated by hyphens. In the example above,(t&c81a-00-00-09.

If the AN-X is already online, you can obtain its\@ address using the
Utilities/Locate All AN-X Modules command.

3. Enter the IP address of the AN-X you want toaipd

Step 2

In step 2, you choose a method of restarting AN>-Xut it in config
mode.
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Step 2: Cycle Power or Reboot Command X|

|r order o configure the [P addrezs ar update the module's firmware the module must be
be zet to a zpecific mode. There are bwo ways to do this;

% 1. Cycle power on the &M -3 Module.

Thiz iz the prefered method, but the AM-= madule must be nearby.
If your chooze this aption, POYWER OFF the AM-¥ module and click on the Mext buttar.

i 2 Send a command on Ethernet that restarts the A8 madule.

Thiz methad iz more canvenient if the madule iz not nearby,
If you chooze thiz option, make sure the AM- module 1z powered OM and fully up and
running, then click on the Mest buttan,

<< Back |

The preferred method is to cycle power on the ANS€lect the first
option on the screen and click tNext >> button.

The second method, useful if the AN-X in not eaattgessible, is to
send it a command over Ethernet. The AN-X mugtdeered on and
completely running for this method to work. Foample, if this is the
first time you are configuring a new AN-X, allowf8adient time for it to
acquire an IP address from a DHCP server or to ¢timtend use its
default IP address (about 3 minutes). Selectehersl option on the
screen and click thdext >> button.

Step 3:

Wait for AN-X to enter config mode. While AnxIng waiting, the
Next>> button will be disabled. When AN-X is in boot nepdhe
Next>> button will be enabled.
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Step 3: Wait for Config Mode X|

|f your zelected the "'Cycle Power" option, power 0N the AM-= rmadule now.
|f o zelected the “"Reszet Command' option, a rezet command has been sent ta the
A module.

Thiz program iz now sending messages to the AM - module wzsing the MALC addreszs and
|P addresz you entered previouzly. These meszages tell the AM-= module to enter into
"Config" state in preparation for updating the firmware.

[f the Ak module enters "Config’’ mode successfully the "Mest™ buttan belaw will be
enabled £o you can move on to the next step.

If the &M module has been powered OR for mare than B0 secondz and the Mest button
iz still dizabled press the "Back" button, confirm the MAC and P addreszes and check
the Ethernet cabling.

MHest > |

If the AN-X does not enter config mode within ab60tseconds, return
to the previous screens and check the entries.

Click theNext>> button, and select the firmware file you want to
download and cliclOpen.

open 21 x|
Loak ir: I'a Capt j = £ Ea-

File: marme: Ian:-cam:-:u:apt.x-"l .4.1.hin Open I
Files of type: II:!TS Firrweare File [* bin) j Cancel |

[~ Open az read-only

4

AnxInit transfers the firmware file and restarte thN-X.
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Update Firmware Command

Patch Firmware

The Utilities/Update Firmware command updates all the firmware on an
AN-X you have previously selected using thidlities/Select An AN-X
command.

This command resets the AN-X. You will receive @ming and be
given the opportunity to Cancel the command.

If you cancel at the filename dialog, the AN-X lahsady been reset and
is in configuration mode. Use th#ilities/Restart AN-X command to
restart it in production mode.

Click theNext>> button, and select the firmware file you want to
download and cliclopen.

open 21 x|
Look i Ia Capt j = £5 EE~

File: marme: Ian:-cam:-:u:apt.x-"l .4.1.hin Open I
Files of type: II:!TS Firrweare File [* bin) j Cancel |

[~ Open az read-only

4

AnxInit transfers the firmware file and restarte thN-X.

The Utilities/Patch Firmware command applies small patches to the
firmware running on the AN-X.

These patch files files have extenspmh.
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Lok i Ia downloads j - IC:F -

amxdcs.w1.00.0002.pch anxdcs.w1.01.0006.pch AnxDesEnetIp
anxdcs,w1,00,0004,pch anxdcs webupdate, pch anxDesEnetIp_
amxdcs,v1,00,0006.pch AnxDesEnetIp_1.1.18.pch AnxDosEnetIp_:
amxdcs,v1,00,0007 . pch AnxDesEnetIp_1.1.19.pch AnxDosEnetIp_:
amxdcs,v1,00,0005.pch AnxDesEnetIp_1.1.20.pch AnxDosEnetIp_:
amxdcs,v1.00,0009.pch AnxDesEnetIp_1.1.21.pch AnxDesEnetIp_:

« | i

File name: ArsDcsEnetlp 1.1.48. pch Open I
Files of bupe: IIJTS Firrrwsare Patch File [*. peh) j Cancel |

[~ Open as read-only

This command resets the AN-X. You will receive @aming and be
given the opportunity to Cancel the command.

You do not have to reconfigure the AN-X after applya patch. All
configuration information will be left intact.

When the patch has been applied, AnxInit restagAIN-X in
production mode.

If you cancel at the filename dialog, the AN-X lahsady been reset and
is in configuration mode. Use th#ilities/Restart AN-X command to
restart it in production mode.
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Log Files

System Error Log

System Info Log

View All Logs

Administration Menu

Using the Web Interface

The AN-X module contains a webserver capable ofnamcating with
standard web browsers such as Internet Exploriietscape.

The web interface on AN-X-ABCAPT is used for viegiAN-X logs.

To use the web interface, you need to know thadtRess of the AN-X.
Run AnxInit and use th¥tilities/Locate All AN-X Devices command to
find all AN-X devices on the Ethernet network.

To access the web interface, start your web broaseitype the AN-X
IP address where you normally enter web addreasée ibrowser.

AN-X maintains various logs to record diagnostid @nror messages.
Use the Utilities menu in the web interface to viknse logs.

The System Error log records errors that occumgufiN-X operation.
This log is normally empty.

The System Info Log records informational messalyesg startup and
normal operation.

Use View All Logs to list and view all the AN-X Isg To view a log
file, double click on the file name.

The Administration Menu is used to view and edédion AN-X. It is
password protected and is used only for AN-X tecéinsupport.
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Troubleshooting

LEDs

The AN-X-ABCAPT has LEDs that indicate the statdhs Ethernet
connection, the overall module state, and the ndtwiate

Ethernet LEDs

There are two LEDs that indicate the state of et connection.

The orange LED, labelled 100, is on if the linkusning at 100
Mbits/second and is off otherwise.

The green Link/Act LED is off if the link is inae® and is on if the link
is active. If activity is detected, the link blmkat 30 ms intervals and
continues blinking as long as activity is present.

SYS LED

The SYS LED is used by the AN-X operating systeh software to
indicate the state of operations and errors.

It should be used in conjunction with the logsdcdte the cause of

problems.

In the following, red 3 means three red flashel®¥otd by a pause, and
so on.

SYS LED State Possible cause

Red 2 AN-X is in config mode

Red 3 DHCP configuration failed

Red 4 Fatal application error, check logs for cause
Red 5 Application memory access violation, chegslo
Red 6 Application failed, illegal instruction, clidogs
Red 7 Application crashed, unknown cause, check log
Fast red flash Reconfiguration

Slow red flash script or application problem durstgrtup

At startup, the SYS LED sequence is:
* boot code starts — fast flashing red
* boot code loads a kernel — solid red

» if the configuration kernel is loaded, 2 red flasfi@lowed by a
pause

« if the production kernel loads with no errors, d@reen

January 2008



Page 50 AN-X-ABCAPT

NET LED — Network Status

The NET LED indicates the status of the connecttdork. It operates
only while the capture is running. When no captaneinning, the NET

LED is off.
Colour Meaning
Green Have received a good frame within the last 3 ms
Yellow Have not received a frame in the last 3 ms
Red Have received a frame with bad status. Stays on for about
1 second
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Updating the Firmware

The AN-X operating software consists of severatgar

* boot code, runs at startup

« configuration kernel, runs when you update firmware
« production kernel, runs in normal operation

+ application software, for network capture

The boot code and kernels are supplied in file witensiorgtf and are
updated using the AnxInit utility. Run the commadtilities/Update
AN-X Flash and select the file you wish to download. Refepage 41
for details.

Firmware files contain the application programsAd-X and have
extensiorbin. They are downloaded using the command
Configuration/Firmware Update or UtilitiesUpdate Firmware in
AnxInit. Refer to page 42 for details.

Occasionally individual patch files are releaseteyrhave extensigoch
and are downloaded using tbiélities/Patch Firmware command in
AnxInit. Refer to page 46 for details.

Reading Version Numbers

To read the version numbers of the various softwaneponents:

Boot code AnxInit — AN-X Info

Configuration kernel AnxInit — AN-X Info

Production kernel AnxInit — AN-X Info

Firmware AnxInit — AN-X Info (version depends on
current mode, boot, configuration or
production)

Obtaining the Latest Software

Version numbers and software for the most recent{Aidleases are
available from the QTS websit@ww.qtsusa.com
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Data Highway Plus

Data Highway Plus is an Allen-Bradley local areawwek designed to
provide simple communication between PLCs, SLCscamdputers.

A network can consist of up to 64 nodes, althounghrecommended
maximum is 15 per link. By convention, nodes armbered in octal.
Valid node numbers are 0 to 77 octal. 0 is nodbmemended since it is
more prone to network errors.

Nodes can be connected using a trunkline-droplirgaisy-chain
topology. Maximum length of the network trunkliisel0000 feet, with
a maximum dropline length of 100 feet at 57.6 Kbatitie network uses
shielded twinaxial cable.

There are three network baud rates, 57.7, 115.2230d Kbaud,
although not all devices support the higher batesra

Nodes use a token passing scheme to access therket#ach node that
acquires the token transmits an messages it leenth then passes the
token to its successor. Nodes also solicit for nedes coming on the
network.

There are several types of network frames:

» token pass, the node passes the token to its succedich then has
the right to transmit

» solicit, nodes solicit for new nodes coming onhe hetwork
* messages

» acknowledge, a node that receives a message imelydiands an
ACK to signify that it received the message or ak\A indicate
that it could not accept the message. It latedsereply to the
message

The basic frame format consists of a three-bytel&edollowed by the
frame contents. The header consists of destinatidie, frame control,
and source node.

PCCC message frames have the following format:

DST |CTL | SRC |REM | CMD | STS | TNS | FNC | data

where:

DST - frame destination

CTL - identifies the frame type

SRC - frame source

REM - remote byte, identifies offlink frames
CMD - PCCC command
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STS — PCCC status
TRS — transaction number
FNC - function

data - remaining frame data
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Specifications

Parameter Specification

Function Captures frames from an Allen-Bradley Data
Highway Plus or remote I/O network

Description Processor: 100MHz IDT MIPS

FLASH memory: 64M
RAM: 64M

Typical Power
Consumption

300 mA @ 12 VDC or 150 mA @ 24 VDC

Maximum Power
dissipation

3.6W

Environmental
Conditions:

Operational
Temperature

Storage Temperature

0-50C (32-122F)

—40 to 85 (—40 to 185F)

Relative Humidity

5-95% without condensation
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Support

Technical support is available from Quest TechnBmltions.
Quest Technical Solutions

4110 Mourning Dove Court
Melbourne FL 32934
321 757-8483

website:.www.gtsusa.com

email: support@qgtsusa.com

If you need to make a return, contact QTS to oldaieturn
authorization number.
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