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Throughout this manual we use notes to make youeawfesafety
considerations.

Identifies information about practices or circunmetas that can lead to
personal injury or death, property damage, or econi¢oss.

These warnings help to:
identify a hazard
avoid the hazard

recognize the consequences

Identifies information that is especially importdot successful
application and understanding of the product.

Identifies information that explains the best wayse the
AN-X-DCSNet

Microsoft is a registered trademark of Microsoftr@aration.

Windows, Windows 95,Windows NT, Windows 2000 anchiéiws XP are trademarks of
Microsoft Corporation.

ControlLogix, RSLinx and RSLogix 5000 are tradensaok the Allen-Bradley Company, Inc.
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AN-X-DCSNet Module Overview

The AN-X-DCSNet communications module connectsramater or
other device to a Reliance DCS network, using Higter The module
can act as a DCS master or a DCS slave.

As a DCS master, the module:
Scans up to 55 slave drops
Transmits 8 words of broadcast data every 2.8 ms.
Maintains standard DCS diagnostic counters

As a DCS slave, the module:

Acts as any drop from 1 to 55, with drop depth frbho 55. It
supports 32 words of input data and 32 words gbutudata per drop

Receives 8 words of broadcast data from the mastry 2.8 ms.
Monitors the input and output data on others dampthe network
Maintains standard DCS diagnostic counters

You can use the AN-X-DCSNet module to communicaté an
AutoMax processor, using AutoMax Programming ExiseuB.9A or
4.3A or above. Refer to page 19 for details.

The AN-X-DCSNet module supports exchanging schetidaa over
Ethernet with a ControlLogix processor, with RRtsi 5 to 3200 ms.
Refer to page 23 for details.

You can use a DDE or OPC server such as RSLingdess the DCS
data directly on the AN-X-DCSNet. The module "eatat" PLC-5
integer files 100-155. Each file corresponds toGBirop. Refer to
page 43 for details.

As either a DCS master or slave, the module suppiiméct AN-X to
AN-X communication over Ethernet. Use it to paatadetween two
separate DCS networks. Refer to page 35 for detalil

The AN-X-DCSNet module has a web interface for gunfation of
DCSNet operation and for monitoring operation aathd You can
communicate with the module using any standardwvetvser such as
Internet Explorer.

A watchdog timer is implemented in the module’stwaare. If the
firmware does not kick the watchdog within the toueperiod the
watchdog times out and places the module intoefsadl failure state.

A jabber inhibit timer is implemented in the modslkardware. If the
network transmitter is on longer than 150% of theglest network frame
time, the transmitter is forced off and the modslplaced into a safe
fatal failure state.

The module firmware can be updated over Etherrisgube Windows
utility supplied. Refer to page 71 for details.
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Hardware Features

The module has:

LEDs to indicate the status of the connection &Ebthernet, its
own internal state, and the connection to the D&®ork

an Ethernet connector
a 9-pin D-shell connector to connect to the DCSvost

a power connector

Package Contents
AN-X-DCSNet module

CD containing software and documentation

Other Requirements

To use the AN-X-DCSNet with the AutoMax Programmigxgecutive
requires:

version 3.9A or 4.3A or above of the programmingaxive

version 3.1.0.4 or above of the Virtual Device Briv

To exchange scheduled data with a ControlLogix gseor over
Ethernet requires:

version 12 or above of RSLogix 5000
version 12 or above of the ControlLogix firmware
100 Mbit/second Ethernet network and hardware (ENBT
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Modes of Operation
There are three AN-X modes of operation:
Boot mode. The AN-X is running its low level stgtfirmware.

Configuration mode. This is the mode when youug@ating the
firmware in the AN-X.

Production mode. This is the normal runtime modepration.
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Installation

Prevent Electrostatic Discharge

Power

The module is sensitive to electrostatic discharge.

Electrostatic discharge can damage integrateditsrou
semiconductors. Follow these guidelines when yowleathe module:

Touch a grounded object to discharge static patknti
Do not touch the connector pins

AN-X requires a DC power input of anywhere fromtaé24 VDC.

Left to right the pins on the power connector drassis ground, negative
voltage and positive voltage.

alaln

GND - +

The chassis ground should be connected.

Power consumption internally is 300 mA @ 12VDC 60InA @
24VDC.

The part number for the power connector is Phokbt84 B
2.5/3-ST-5.08

DCSNet Cabling and Termination

Use a DCSNet drop cable (612574-36R or 612403-036R passive tap
(M/N 57C380) to connect the module to the coaxavork cable.

The drop cable is a 3-foot long multiconductor eablth 9-pin D-shell
connectors at each end. Connect one end to tmectmm on the module
and the other end to the passive tap.

The passive tap has two BNC connectors for conmrett the coaxial
cables and terminating loads.
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Ethernet Cabling

Software Installation

The network coaxial cable must be terminated witloZm terminating
loads attached to the taps at the physical entteafetwork. There
should be two and only two terminators on the nekwo

The DCS network cable can be RG-59/U or RG-11/U.

AN-X has a standard RJ-45 connector for connedtrigthernet.

If you are connecting AN-X to an existing netwohkdugh a router or
switch, use a standard Ethernet cable.

If you are connecting a computer or PLC directlyatoAN-X, use a
crossover cable.

You must uninstall any previous version of thewafe before you can
install a new version. Use the Windows Controldt@dd and Remove
Programs to remove the old version.

Insert the CD supplied with the AN-X module and tha program
setup.exe on the CD.
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Ethernet Configuration

Ethernet Configuration

The AN-X-DCSNet module connects a computer or otlestice on
Ethernet to a Reliance DCS network.

Before you can use the AN-X-DCSNet , you must apne its Ethernet
network properties.

AN-X can be configured to use a static (unchangiRgaddress or it can
be configured to obtain its IP address from a DHERer.

Unless you have control of the DHCP server, in napgiications you
will configure AN-X to use a static IP address.h@wise the DHCP
server may assign a different IP address eachANX powers up, and
any software that accesses the AN-X module wowe ha be
reconfigured.

AN-X is shipped with DHCP enabled. If it finds &lQP server on the
network, the DHCP server assigns it an IP addiss.can use the
utility AnxInit to find the IP address that the DIRGerver has assigned.
SelectUtilities/Locate All AN-X Moduleand AnxInit will locate the
AN-X and display its IP address.

[ Local Area Connection 2 (0x2) 00-Oc-1a-00-00-0a 192.168.0.10 - Anxinit = |[B][X]
Edit  Wiew Help

Configuration  Lkilities

BaX K7

Found 1 AN-X devicei=)

SerHum
IpAddrStr
Ho=tHane

For Help, press F1

0000000a (Ethernet MAC: 00:0c:1a:00:00:0a)
192 . 1e8 .0 41
ANXOO0O00=

If AN-X does not find a DHCP server within aboutgl minutes of
starting up, it reverts to a temporary static IBrads of 192.168.0.41 If
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AN-X is using this temporary IP address, it repdbt flashes the SYS
LED three times followed by a pause.

Use this temporary IP address only for initial pedfil AN-X. AN-X will
not function for its intended purpose at the terapptP address.

If you are using multiple AN-X modules, configureeoat a time,
especially if there is no DHCP server on the nekwsince they will all
revert to the same temporary IP address when Hiepffind a DHCP
server.

If you are connecting AN-X to an existing Ethernetwork, consult the
network administrator to obtain a static IP addfes®\N-X and to
obtain other information about how you should coafe AN-X.

The AN-X must be on the local Ethernet (same suas¢he computer)
when you set its IP address.

You configure the Ethernet properties using the dims utility AnxInit
supplied with AN-X. You can also set the IP addrigsough the web
interface. Refer to page 66

Use theConfiguration/AN-X IP Settingsommand to start the AN-X IP
configuration wizard, which takes you step by stepugh the IP
configuration process.

Step 1
In step 1, you identify the AN-X you are configugin

January 2008
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Step 1: AN-X Selection §|

Select thiz computer's Ethernet adapter that's an the zame Ethernet subnet as the A==
module you want to configure [vou may only have one Ethernet adapter in pour computer]

Local Area Connection 2 j

Enter the Ethermet MAC Addresz of the AN module you want to configure. You can get
thiz from the label on the A= module or by selecting Utilities/Locate All AR Modules [if
the module's curent |P addrezs iz on the zame subnet).

|00-0c-15-00-00-0a

Enter the IP addrezz on the local subnet that pou intend the AM - module to uze.

| 192 163 . 0 . 10

E xit

1. Select the Ethernet adapter that's connectduetdN-X. In most
cases there will be just one Ethernet adapterarcéimputer. The AN-X
must be on the same subnet as the computer.

2. Enter the MAC address of the AN-X you are camfigg. This is
printed on the AN-X label. It consists of six Eadf hexadecimal digits,
separated by hyphens. In the example above,0t@&81a-00-00-0a.

If the AN-X is already online, you can obtain its\N@ address using the
Utilities/Locate All AN-X Modulesommand.

3. Enter the IP address you intend the AN-X to use.

Step 2

In step 2, you choose a method of restarting AN+t it in boot mode.
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Step 2: Cycle Power or Reboot Command E|

|r order o configure the [P address ar update the module's firmware the module must be
be zet to a specific mode. There are bwo ways to do this;

(* 1. Cycle power on the AN Module.
Thiz iz the prefered method, but the AM-= module must be nearby.
If your chooze this option, POYWER OFF the AN+ module and click on the Mest button.

" 2 Send a command on Ethernet that restarts the AN+ module,
Thiz methad iz more canvenient if the madule iz not nearby,
If you chooze thiz option, make sure the AM-+ module 1z powered OM and fully up and
running, then click on the Mest buttan,

<< Back

The preferred method is to cycle power on the ANS€lect the first
option on the screen, power off the AN-X, and clickNext >> button.

The second method, useful if the AN-X in not eaattgessible, is to
send it a command over Ethernet. The AN-X mugtdeered on and
completely running for this method to work. Foaeple, if this is the
first time you are configuring a new AN-X, allowfBadient time for it to
acquire an IP address from a DHCP server or to ¢imtend use its
default IP address (about 3 minutes). Selectehersl option on the
screen and click thext >> button.

Step 3:

If you powered off the AN-X, turn it back on. Wéar AN-X to enter
boot mode. While AnxInit is waiting, thdext>> button is disabled.
When AN-X is in boot mode, thidext>> button is enabled.
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Step 3: Wait for Boot Mode §|

If you zelected the "Cycle Power'' ophion, power O the AN -= module now.
If you zelected the "Reszet Command" option, a rezet command haz been sent to the
AM-x module.

Thiz program iz now sending meszages to the AM-% module wzing the MALC addrezs and
|F addresz you entered previouzly. These messages tell the AM - maodule o remain in itz
"Boot" state in preparation for configuning the [P settings

If the AN module enters "Boat' mode successfully the "Mext button below will be
enabled 2o you can move on to the next step.

[f the &M - module has been powered OM for mare than 10 seconds and the Mest button
iz still dizabled prezs the "Back" button, confirm the MAC and P addreszes and check
the Ethernet cabling.

MHewxt =

If the AN-X does not enter boot mode within abo@tskconds, return to
the previous screens and check the entries.

The AN-X TCP/IP Configuratiomdialog appears.

AN-X TCPJIP Configuration

Enter the IP configuration you want the previously selected AM-+ module to use.
You MUST enter a valid Default gateway [P address that iz on the zame subnet az the
AN module, but you don't need to have a device at that addrezs.

Hast Mame : | AN<DCSMet

" Obtain an IP address automatically [DHCP)
' |lze the following Settings:

IPAddress:| 192 . 168 . 0 . 10
Subnet mask:| AR .28E 28R . 0
Default gatewa_l,l:| 192 168 . 0 . 1

Einizh | Cancel
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Enter aHost Namdor the AN-X. This name is used internally by AlN-
and may be used to identify the AN-X if you havBMS server on your
network. The name can be from 1 to 31 charaocters. |

To configure the AN-X to obtain its IP address fraHCP server on
the network, seledbtain an IP address automatically (DHCP)

To configure the AN-X to use a static IP addresikedUse the
following Settingsnd enter:

the desired IP address for the AN-X.
the Subnet mask for the AN-X
the default gateway for your network.

You must enter a valid default gateway address éthere is no device
at the gateway address on the network.

Click OK to complete the configuration.

If you Cancel theConfiguration/AN-X IP Settingsommand, AN-X is
left running the boot code. Use thélities/Restart AN-Xcommand to
restart the AN-X.

You can also reconfigure the AN-X IP parametersiftbe web
interface. Refer to page 66.

Example: Standalone Computer

A typical example is a laptop computer running AwtoMax
programming software and connecting directly tA&hX to program
an AutoMax processor.

Since you are connecting directly from the comptdaekN-X, use a
crossover Ethernet cable.

The following instructions assume Windows 2000.e Phocedure for
Windows NT and Windows XP is very similar. Theg@hssume that
an Ethernet network card has been installed iconeputer and that
AnxInit has been installed on the computer.

The parameters in this example will work when yeuup any
standalone computer to work with AN-X.

First configure the computer to use a static IPreskl From the Start
menu, selecBtart/Settings/Network and Dialup Connectiomouble
click onLocal Area Connectian
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Local Area Connection Status d |
General
— Connection
Statuiz: Connected
Diuration: 01:57:12
Speed: 100.0 Mbp=
— Activity =
Sent —— 'l ——  Received
L4
Packets: la | el
Dizable |

Click thePropertiesbutton.
Double click oninternet Protocol (TCP/IR)

Internet Protocol {TCP/IP} Properties ed |

General

Y'ou can get IP zettings azsigned automatically if your network, supparts
thiz capability. Othensize, pou need to azk your nebwork, adminiztrator for
the appropriate 1P zettingz.

£ Obtain an IP address automaticzally

—i% ilze the following IP address:

IF addresz: I 192 168 . 0O . 10
Subnet mazk: I 2ER2RR AR 0
D efault gateway: | 192 188, 0 . 1

£ Dbtain DMS server address automatizally

—% |ze the following DMS server addresses;

FPreferred DMS zerver: I

Alternate DNS zerver: I

Advanced... |
(] % I Cancel |
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In this example, we will assign the computer aadEress of
192.168.0.10

Set the Subnet mask to 255.255.255.0 (standard foatie Class C
network address of 192.168.0.x).

Set the Default gateway to 192.168.0.1 (this adddess not exist on the
Ethernet network but AN-X requires a valid defaydteway entry).

Click OK to accept the settings
Connect the computer to AN-X using the crossovbteca

If this is the first time you have used the AN-X ae, it will look for a
DHCP server on the network. It waits about thrésutes, then reverts
to a default IP address of 192.168.0.41

Power up the AN-X and wait for the search for a H&&rver to time
out. When the search for a DHCP server timesAntX will flash the
SYS LED red three times followed by a pause repibate

Run AnxInit. SelecUtilities/Locate All AN-X Moduleand confirm that
the AN-X is found.

[l Local Area Connection 2 (0x2) 00-Oc-1a-00-00-0a 192.168.0.10 - Anxinit (= |[B][X]
Configuration  Ukllikies  Edit  Wiew Help

B X W%

Found 1 AH-X deviceis)

SerHum = 0000000a (Ethernet MAC: 00:0c:1a:00:00:0a)
IpAddrStr = 192 168.0.41
HoztHame = ANXEOOO00O0a

For Help, press F1
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SelectUtilities/Select An AN-)Xand enter the MAC Address and IP
address.

Set Ethernet & IP Address P§|

Adapter ; |L|:u:a| Area Connection 2 ﬂ
Ethernet bMALC Address |I:||:|-I:I|:-1 &-00-00-0a

IPAddress:| 192 168 . 0 . 41

ak | Catizel |

Click OK to accept the setting.
SelectUtilities/AN-X IP Configuration

AN-X TCPJIP Configuration

Enter the IP configuration you want the previously selected AM-+ module to use.
You MUST enter a valid Default gateway [P address that iz on the zame subnet az the
AN module, but you don't need to have a device at that addrezs.

Hast Mame : | AN<DCSMet

" Obtain an IP address automatically [DHCP)
' |lze the following Settings:

IPAddress:| 192 . 168 . 0 . 10
Subnet mask:| AR .28E 28R . 0
Default gatewa_l,l:| 192 168 . 0 . 1

Einizh | Cancel

Enter an IP Address. In this case we chose 1920168

Enter the same Subnet mask and Default gatewayahatntered for the
computer. The default gateway address does nsit @xithe network
but AN-X requires that the field have a valid entry

Click Finishto accept the settings.
SelectUtilities/Restart AN-Xo restart AN-X with the new parameters.

When the AN-X has restarted (SYS LED is solid gjeealect
Utilities/Locate All AN-X Moduleand confirm that the AN-X is found
with the new parameters.
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[ Local Area Connection 2 (0x2) 00-Oc-1a-00-00-0a 192.168.0.10 - Anxinit = |[B][X]
Configuration  Lkilikies  Edit  Wiew Help

BaX K7

Found 1 AN-X devicei=)

SerHun = 0000000a (Ethernet MAC: 00:0c:1a:00:00:0a)
IpAddrStr = 192 .168.0.10
Ho=tHamne = ANIDCSHet

For Help, press F1

Reconfiguring an AN-X from an Unknown State

It sometimes happens that an AN-X has been prelyicosfigured with
an IP address that causes it to be inaccessilileecrurrent Ethernet
network. To reconfigure it to a known state, rhi@ tommand
Configuration/AN-X IP Setting® start the AN-X IP Configuration
Wizard and reconfigure the AN-X.
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DCSNet Configuration

You set the DCS mode of operation (master or slamd)the drop
number and depth using the web interface.

Start your web browser and enter the AN-X |IP adslessthe address.

SelectAutomation Network/DCSNet Configuratitmset the DCS drop
number and depth.

7 QTS AN-X-AMXRIO web interface (v1.5.6) - Microsoft Internet Explorer M=
a

File Edit ‘iew Faworites Tools Help

i Google - | v| [Cl ssarch - @y o | gR Bhzasbocked | Uy aAutolink + [ options ¢ Links

eBack k4 ‘~.../‘ |ﬂ @ ~f_’h /':" Search ‘ij'\?Favorites @} L__:v ; |_.__J - !_’J ﬁ ‘3 ;Norton Ankivirus Q -

i Address |@ http: {/192,168.0,10/ "| &0

AN-X-DCSNet Configuration

@
(=]
SLIBMIT

i Log Files

b Administration

(LYJES

0 Inkernet

AN-X-DCSNet can be used as a DCS master or sleVmckMasteror
Slaveto select which one you want.

If the AN-X-DCSNet is a DCS slave, enter the Drogniber and Drop
Depth. These entries are ignored if the AN-X BGS master.

Click the SUBMIT button to send the values to AN-X.

AN-X defaults to DCS slave operation with drop n&mnb5 and drop
depth 1.

For further details, refer to page 59.
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Using the AutoMax Programming Software

Any computer with Ethernet access can use an ANCSNet module to
connect to an AutoMax processor over DCSNet.

AN-X offers fast access to the DCS network and dmesequire a
specific format (ISA, PCI, etc.) interface cardNAX-DCSNet works
with any computer than can connect to Ethernet.

The following instructions assume that:
AN-X has been configured and is active on the Etbienetwork
AN-X has been connected to the DCS network

the AN-X DCS drop number and drop depth have besigaed
(see page 59)

To use AN-X-DCSNet with the AutoMax Programming Extive, you
must complete the following steps:

1. Install and configure the Virtual Device Driver (\ZD)

2. Configure the programming software to use AN-X

Requirements

Virtual Device Driver (VDD) version 3.1.0.4 or almwavailable on
the AN-X distribution CD

AutoMax Programming Executive 3.9 or 4.3 or above

Installing and Configuring the VDD
1. Install the virtual device driver. Insert the ANdxstribution CD
that contains the Virtual Device Driver and install

2. Run the Control Panel Applet (Start/Control Pan€B@C Link
Card Configuration and set the Port Address and tdgAddress.
You can leave them at their default values.

CheckEnable AN-X-DCSNet Link

. Enter the IP address of the AN-X in tAdl-X IP Addres$ield. If
you do not know the IP address, Wtdities/Locate All AN-X
Modulesin AnxInit (see page 47) to find it.

5. Click OK.
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QTS AutoMax PC Link CFG i

Card Mame I gtzpink

— Card Resources

Port Address
Memony Addiess II:IEIEIEIEI h vI
— Card Driver
Status:  Unknown State Sttt | Shop |

— AM-#-DCSMet/Ethernet Gatewan

AN P Address; 132.168.0.9
W Enable aM--DCSM et Link

— Command Central

Current BSLing CIF Path

™| Enable BELins CIF Link

Browwze BELing CIF Fath

— Perfarmance Optiohs

YOO 'whait Period: I.-'l'-.uh:l vI

ok | Cancel Apply | Help

Configuring the Programming Software

To configure the AutoMax Programming Executive $& AN-X:

1. Run the Programming Executive

2. SelectSetup/CommunicationsThe Communications Setup

dialog appears.
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Communication Setup ‘ El

-Communication Type

! Sernial Port
@®{PC Link Interface Module:
) Internal PC2000

OK

-Senal Port
) Com 1 @ Com 2

LCancel
Baud Rate |132m] =l

-PC Link Interface Module

Help

Drop

Segment | 0xD000 ~ |
Port Addr | 0x250 j

Ay

Finternal PC3000

Card ID | J

Segment
Port Addr

IRQ Aszzign Name

Set theCommunications Typ® PC Link Interface Module.
Set theDrop to match the AN-X drop number on DCS

Set theSegmento match the Memory Address in the VDD
Configuration.

6. Set thePort Addrto match the Port Address in the VDD
configuration.

7. Click OK to complete the configuration.

You should now be able to go online with the AutoMPEogramming
Executive.

Multiple Programmer Access

The AutoMax operating system uses the sourceagframming
messages (direct connection to the serial portap dumber on
DCSNet) to distinguish between programmers. Isuke identity of
each programmer to manage levels of access (Nata, Dask) and to
return requests for data to the programming devities AutoMax
operating system controls the operations that aragring device can
perform, depending on their access level.
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If multiple copies of the Programming Executivesatpt to program an
AutoMax through the same AN-X-DCSNet, the AutoMaesthem as a
single user since they are all connected usingitbe number of the
AN-X-DCSNet.

This causes the following anomalous behavior inpitegramming
devices:

variables, 1/0 and ladder logic may be displayembirectly since the
same data is sent to all devices connected tcatine $AN-X-
DCSNet

each Programming Executive connected through time geN-X-
DCSNet receives the same access level. If yoogehthe access
level on one, the AutoMax operating system changése same
level on all of them. This defeats the built-it@ss management in
the AutoMax.

Each copy of the Programming Executive should comoate with the
AutoMax using a different AN-X-DCSNet to ensuretttize AutoMax
operating system can properly detect them as depaopies of the
Programming Executive. Multiple copies of the Ramgming Executive
should NOT be connected through the same AN-X-DGSEeach
programmer should use a separate AN-X.

Connecting to a Different AN-X

If you have more than one AN-X on the Ethernet nekyeach
connected to a different DCS network, to changeeX your
programming software is using, run the Control Papplet
(Start/Control Panel/QTS PC Link Card Configuratiand change the
IP address in thAN-X IP Addressield.

If you do not know the IP address, wsdities/Locate All AN-X Modules
in AnxInit (see page 47) to find it.
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Scheduled Data with a ControlLogix

AN-X-DCSNet can exchange scheduled data with a 1@Gbugix
processor.

It supports:
up to 248 registers of output data
up to 250 registers of input data
up to 250 registers of status input data

The terms input and output are from the point efwbf the
ControlLogix processor.

The ControlLogix sends output data to the AN-X-D@sBind the AN-X
sends it out on the DCS network. You create aigardtion file to
define where on DCSNet the ControlLogix data ig.sen

If the AN-X is a DCS master, allowed output dateluides registers 32
to 39 on drop O (broadcast data) and registers 82 bn drops 1 to 55 .
If the AN-X is a DCS slave, allowed output dataliies registers 0 to
31 on any drops (1 to 55) that are included inANeX drop number
and drop depth.

The AN-X sends input data and status input datheédControlLogix.
The configuration file defines which DCSnet dataést to the
ControlLogix. There are no restrictions on whicB®registers can be
mapped to ControlLogix input or status input data.

Connections

There are two possible types of scheduled conmecfiom the
ControlLogix processor to the AN-X-DCSNet:

Exclusive owner connections, which contain inputpat and
possibly status input data

Input-only connections, which contain input andgioly status input
data

Only the exclusive owner connection can write datAN-X and to
DCSNet.

There can be only one exclusive owner connecti@antdN-X module.
There can be more than one input only connecti@ntAN-X.

Configuration
Configuring the scheduled data exchange consists of
1. Configuring AN-X in RSLogix 5000

2. Selecting which DCS data is mapped to the schedld&land
saving it as a comma separated variable (CSV) file
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Requirements

Reference

3. Sending the configuration to AN-X

RSLogix 5000 version 12 or above
ControlLogix processor with firmware version 12atrove

100 Mbit Ethernet network and ENBT modules. Wersgty
recommend using switches rather than hubs

Allen-Bradley publicatiorEtherNet/IP Media Planning and Installation
Manual publication ENET-INOO1A-EN-P

Do not use the web interface to monitor data onAiNeX-DCSNet
while the AN-X is exchanging scheduled data witBantrolLogix
processor in a production environment.

Configuring AN-X in RSLogix 5000

You configure the module in RSLogix 5000 to setitiadule type, how
much scheduled data to transfer and how ofteratesfer it.

There can be a maximum of 248 words of output dath250 words
each of input and status input data.

If the total amount of input data you wish to pliesn DCSNet is 250
registers or fewer, you can map all the data tarthet data and do not
need to create the status input data. This wélless Ethernet
bandwidth. In the following, to create input adtgs input data, select
Data —INT — with Status as the Data Format. Tatergust input data,
select Data — INT.

To configure the module in RSLogix 5000, you mustiffline.

1. If you are creating a new project, select File/Newreate a new
project, give the processor a name, and enterldhé sccupies in
the ControlLogix rack.

Right click on I/O configuration and select New Mibel...

3. Select a module of Type ETHERNET-MODULE, Descriptio
Generic Ethernet Module from the list and Click ORSLogix 5000
displays theModule Propertieslialog box.
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Module Properties - ENBT {(ETHERNET-MODLULE 1.1} El
Type: ETHERMET-MODULE Generc Ethernet Module
YWendaor Allen-Bradley
Parent; EMBT
e i — Connection Parameters
Azzernbly ;
Description: ;I Instance: Size:
Input: |1 250 = nebit
;I O utput: I2 |2"'1r8 ﬁ [16-bit]
Comm Eurmat:IData -IMNT -With Statuz j Configuration: I4 ID ::ll (@]
Addrezs / Host Mame
@ IPaddess [ 192 168 . 0 . 9 Status Input; |5 250 = [ebiy
" Host Name: I Status Dutput: IE'
Cancel < Back M et = | Finizh = I Help

4. Assign the module HNameand optionally &escription

5. Set theComm Formato Data — INT — with Status (or Data — INT).

6. Set theP Addresdo match the address of the AN-X module.

7. Set thenput Assembly Instand¢e 1. Normally you set the size to
the maximum allowed, 250 words. You can set & smaller value
but it should be large enough to allow all the mepgdata to pass.

8. Set theOutput Assembly Instante 2. Normally you set the size to
the maximum allowed, 248 words. You can set & gmnaller value
but it should be large enough to allow all the mexpgata to pass.

9. Set theConfiguration Assembly Instant@4. The size should be O.

10. Set theStatus Input Assembly Instartoe5. Normally you set the
size to the maximum allowed, 250 words. You cdntge a smaller
value but it should be large enough to allow adl thapped data to
pass. If the Comm Format is Data — INT, the statpst and status
output are grayed out.

11. Set theStatus Output Assembly Instaroes. You cannot set the
size.

12. Click Next >to display the second Module Properties dialog box
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Module Properties - ENBT (ETHERNET-MODULE 1.1) X|

Bequested Packet Interval [RPI): I hD.EIE: mg  [1.0-3200.0 mz]
[ Inhibit bodule

[ Major Fault On Contraller |f Connection Fails while in Bun Mode

— kodule Fault

Cancel < Back Mest » | Finizh = I Help

Connection Parameters

13. Set the module RPI. This is how often the moduetseduled data
is updated in the processor. The value can range 5.0 to 3200.0
ms.

14. Click Finish >> to complete the module configuration.

Configuring Input-Only Connections

In a ControlLogix system, multiple processors cageive inputs from a
module. Only one processor can control the outplitsconfigure an
input-only connection to the AN-X module:

1. Right click on I/O configuration and selddew Module...

2. Select a module of Type 1756-ETHERNET, Descripaneric
Ethernet Module from the list and click OK. RSLo&O000 displays
the Module Properties dialog box.
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Module Properties - ENBT (ETHERNET-MODLULE 1.1} x|
Type: ETHERMET-MODULE Generic Ethernet Module
Yendor: Allen-Bradley
Farent: EMET
Mz — Connection Parameters
AMme: AN
Azzembly )
D escription: LI Instance: Size:
Input: |1 250 = (16
;I Clutput: I3 IEI
C F b Input Drata - INT - 'with Stat - " :
armm Formal Ir‘ll:lu ata I atus J Configuration |4 ID j (B-bil)
Addrezs / Host Hame
= |P Address: | 192 . 168 . 0 . 22 Status Input |5 |25EI = 56
" Host Name: I Status Output: IE

Cancel ¢ Back M et > | Fimizh > I Help

Assign the module Blameand optionally &escription

Set theComm Formato Input Data — INT — With Status (or Input
Data — INT).

Set thdP Addresgo match the IP address of the AN-X module.

Set thenput Assembly Instande 1. Normally you set the size to
the maximum allowed, 250 words. You can set & tonaller value
but it should be large enough to allow all the mexpdata to pass. If
there is also an exclusive owner connection, thersize should
match the exclusive owner size.

Set theOutput Assembly Instante be 3. You cannot set the size.
Set theConfiguration Assembly Instante 4. Set the size to 0.

Set theStatus Input Assembly Instartoes. Normally you set the
size to the maximum allowed, 250 words. You cdrntge a smaller
value but it should be large enough to allow &l thapped data to
pass. If there is also an exclusive owner connectien the size
should match the exclusive owner size.

10. Set theStatus Output Assembly Instartoes. You cannot set the
size.

11. Click Next >to display the second Module Properties dialog box
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Module Properties - ENBT (ETHERMNET-MODULE 1.1} ﬂ

Bequested Packet [nterval [RPIT: I |'IEI.EIE: mz  [1.0-3200.0 mz]
[ Inhibit Module

™ Major Fault On Controller IF Connection Fails ‘while in Fun Mode

— Maodule Fault

Cancel < Back Mext » | Finigh »» I Help

Connection Parameters

Selecting the RPI

12. Set the module RPI. This is how often the moduetseduled data
is updated in the processor. The value can range 5.0 to 3200.0
ms.

13. Click Finish >> to complete the module configuration.

All connections to the AN-X module must have thmedengths and
RPIs.

When you create an exclusive owner or input onlyneetion to the
AN-X-DCSNet, you must enter a requested packetviatdRPI), the
period at which the data updates.

Consider the DCS network update rate when seleatvajue. The
approximate DCS network update time is 3 ms pgp.dro

There’s no point in setting the RPI to be muchdiatitan the DCSNet
update time. AN-X will just resend the same datd add to the
Ethernet traffic.

The DCS network update time is given by:
Update time = (DropTime * N) + NewDropTestTime + $§8ageTime

where
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DropTime = the amount of time for a master to semgessage and the
slave to respond = 2.99 ms

N = Number of slave drops (physical and virtual)

NewDropTestTime = amount of time for the mastgpdth an inactive
drop and wait for its response = 2.48 ms assumingegsponse

MessageTime = amount of time to transfer progrargrténminal
messages. If the master is sendinga messages thi¥® ms. If a slave
is sending a message, this is 3.395 ms.

Example:

A network composed of 10 drops which is not messgagiill update
each drop with a period of:

UpdateTime =2.99 * 10 + 2.48 = 32.38 ms

Mapping the DCS Data

Module Name

I/O Data

You define the DCS data that is exchanged betwe=AN-X and the
ControlLogix processor in a comma-delimited tebd, fivhich can be
created using a spreadsheet such as Excel or editot.

The first line in the file is the module name, usedreate tags that can
be imported into RSLogix 5000.

The first field contains the keyword CIXExp. Thezsend field contains
the name you gave the module when you configuréd RSLogix 5000.

Example:
CIXExp, ANX

This file has three sections, one for output date, for input data, and
one for status input data. The sections are ifiedtby a line that
consists of a keyword, either “DataOutput”, “Datauti’ or
“Statusinput”.

Each section can contain up to 64 data definitidnes. Each entry
consists of an offset in the section, a drop numédeegister, a length
and an optional tagname.

If the offset is omitted, AN-X assigns the offsesskd on the previous
data.

If the tagname is omitted, AN-X creates a defaaghtame based on the
drop number and register.
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Input Data

Output Data

For example, the entry
200,4,0,10, Test

maps 10 registers starting at drop 4, registerdifset 200 in the current
section and assigns the tagname Test.

The maximum size for each section is 250 inputstegs, 248 output
registers and 250 status input registers.

Anything after a semicolon on a line is treate@ @a®mment and is
ignored. You can use this to document the filafigting comments to
the ends of lines or as separate lines.

The input data section begins with a line thattstarth the keyword
Datalnput.

This is followed by up to 64 mappings, of the form
Offset (optional), drop, register, length, tagnamgtional)

where the offset is the offset into the Controlboigiput data, the drop
and register are the DCS drop number and stamigigter where the
data will be obtained and length is the numbelegfaters.

For example,
10,0,14,6, Diagnostics

is a mapping that takes 6 registers of DCS dattirgjeaat drop O register
14 (diagnostic counters) and maps them to Cont@i imput data at
offset 10.

The output data section begins with a line thatstaith the keyword
DataOutput.

This is followed by up to 64 mappings, of the form
Offset (optional), drop, register, length, tagngotional)

where the offset is the offset into the output dtite drop and register
are the DCS drop number and starting register wiherelata will be
written and length is the number of registers.

For example,
200,1,5,3, Tagname

is a mapping that takes 3 registers from the Ctiragix output data at
offset 200 and writes them to 3 DCS registersistaet drop 1 register
5.

If the AN-X-DCSNet is a DCS slave, the only valittiees are DCS
registers 0-31 on drops included in the AN-X dropnber and drop
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Status Input Data

Sample File

depth. For example, if the drop number is 7 aeddépth is 3, only
drops 7, 8, and 9 can be used in output data mgppin

If the AN-X is a DCS master, the valid entries eegisters 32-63 on
drops 0 to 55.

The ControlLogix connection run/idle header cam &ls mapped to an
output register. The form of this mapping is

Run, drop, register

The value is 1 if the ControlLogix is in run modedeD if it is in program
mode.

The status input data section begins with a lila starts with the
keyword Statusinput.

This is followed by up to 64 mappings, of the form
Offset (optional), drop, register, length, tagngotional)

where the offset is the offset into the Controlbogiiatus input data, the
drop and register are the DCS drop humber andrgjadgister where
the data will be obtained and length is the nunabeegisters.

For example,
0,0,32,8, Broadcast

is a mapping that takes 8 registers of DCS dattirsiaat drop O register
32 (broadcast data) and maps them to ControlLdgius input data at
offset 0.

The following sample file shows how data is mapfoechn AN-X
configured as a DCS slave at drop 1, depth 2. ANX is also
monitoring all the data on drop 3 on the same netwo

;Sample AN-X-DCSNet ControlLogix configuration

; AN-X module is a DCS slave, drop 1, depth 2

CIxExp, ANX

Datalnput

0,1,32,32, Drop1Outputs ; Drop 1 registers 32-63 f rom the AutoMax
32,2,32,32, Drop20utputs ; Drop 2 registers 32-63 from the AutoMax
64,0,32,8, Broadcast ; Broadcast data from the Aut oMax
DataOutput
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0,1,0,32, Droplinputs ; Drop 1 registers 0-31 from the AN-X to the
AutoMax

32,2,0,32, Drop2Inputs ; Drop 2 registers 0-31 fro m the AN-X to
the AutoMax

Statusinput

0,0,14,6, Diagnostics ; Diagnostic drop O register s on the AN-X
6,3,0,64 , Drop3Registers ; Monitor Drop 3 register s 0-63

Sending the Configuration to AN-X

When the configuration is complete, save it tde fif you are using a
spreadsheet to create the configuration, saveatfis of type comma
separated variable (CSV).

To upload the configuration:

Start your web browser

Enter the AN-X IP address as the address, for ebgrip2.168.0.10
SelectAutomation Network/Configure ControlLogix Support
Browse or type in the configuration file name

Click Send To AN-X

The web interface displays the result of the upl@éttier success or an
error message. To see further details, sélegtFiles/ControlLogix Log
(see page 65) and check for error messages.

a > wn PRk

Viewing the Current Configuration

Error Log

To view the configuration in an AN-X module, accé&ss AN-X using
the web interface, and selé@aitomation Network/View Configuration
Files. Click on the linkAN-X-DCSNet ControlLogix (Ethernet/IP)
Configuration File

To save the configuration to a file on your computght click on the
link and save the target to a file.

Errors that occur during configuration of scheduleth or during
operation of scheduled data or unscheduled megsaggnogged in the
AN-X.

You can view the log using the AN-X web interfacgelectiLog
Files/ControlLogix Logo view the log.
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If the log overflows, AN-X closes the log file (éi®0) and opens a
second log file (enetip.1) and continues to altertetween the two log
files as each one fills up. Use View All Logs few both log files.

Exporting Tags from AN-X

AN-X uses the Ethernet/IP configuration to creagstthat can be
imported into RSLogix 5000. Use these tags in y®8Logix 5000
program to access the data on the AN-X.

In the web interface, seleAutomation Network/View Configuration
Files.

There are two sets of tag files, one for exclusmmer connections and
one for input only connections.

To view the files, click on eithekN-X-DCSNET Ethernet/IP
ControlLogix Exclusive Owner Data TagsAN-X-DCSNET Ethernet/IP
ControlLogix Input Only Data TagsTo save the file to your computer,
right click on the link and sele&ave Target As...

To import the tags into RSLogix 5000, you must féene. Select
Tools/Import Tagsind import the tag file.
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Using RSLogix 5000 to Diagnose Problems

General Tab

Connection Tab

You display the Module Properties dialog by riglitiéng on the
module while online with RSLogix 5000. This mayhdiagnosing
some problems, especially connection errors.

The following information is based on version 12ddRSLogix 5000.

TheTypeshould be ETHERNET MODULE Generic Ethernet Module

TheVendorshould be Allen-Bradley (since it's configuredaageneric
module)

The name and description are whatever you set whemronfigured the
module.

Comm FormatlP AddressandConnection Parameteishould match
what you set when you configured the module.

Thelnhibit Modulecheckbox inhibits the module. It should not be
checked for normal operation.

TheMajor Fault on Controller if Connection Fails While Run Mode
checkbox causes the module to fault the proceEgioe connection
between the ControlLogix processor and the modiils. f

If there are any problems connecting to the AN-XSNet module, there
will be an error message in the module fault area.
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AN-X to AN-X Communication

An AN-X-DCSNet module can be configured to exchadgt with
other AN-X modules on the Ethernet network.

Each AN-X can produce up to 10 blocks of data. hHazlock can contain
up to 700 16-bit registers. You map DCS regisiette produced
blocks in a spreadsheet, then upload the configur#s the AN-X using
the web interface.

Produced data blocks can update:
at timed intervals, from 5 to 16383 ms.
at the end of a DCS network scan
when the broadcast data updates

The true update rate may be restricted by the ablailbandwidth of your
Ethernet network.

Each AN-X can consume up to 10 blocks of data prediby other
AN-X modules. Each consume block has an associetedut that can
range from 5 to 16383 ms. If the consume bloctoisupdated within
the timeout period, AN-X logs a timeout event.

AN-X to AN-X communication can be used to pass diaim one DCS
network to another using two AN-X-DCSNet modulesampass data
from a DCS network to a dissimilar network usingfa-X module for
the other network.

You configure all AN-X modules on the Ethernet netkvwith a single
configuration file.

There is no limit on the number of AN-X modulesttban consume the
data that an AN-X produces.

Configuration File Format

The configuration file is a comma-separated vaedhlcsv) text file.
You can create it with a text editor or a spreadsbach as Excel.

The configuration file consists of several sections
configuration 1D
module_ip, identifies each AN-X being configured
produce, defines produced data for that AN-X
up to 10 produce blocks
consume, defines consumed data for that AN-X

up to 10 consume blocks
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Configuration ID

The configuration_id line defines a 32 bit unsigidger configuration
ID for the configuration, and specifies whether #i-X to which the
configuration is uploaded should enable or disakkcution of the
configuration.

The purpose of the configuration ID is to ensui #il AN-X devices
are using the same configuration. When an AN-Xdpoes a block of
data, it includes the configuration ID with theaatf an AN-X
consuming the data does not have a matching coafiga ID, it ignores
the data and logs an error in the bridging logle&¢og Files/Bridging
Logto view the log.

The second parameter in the configuration_id lieteemines whether
AN-X to AN-X communication is enabled or disabledossible values
are “enable” or “disable”.

Examples:
configuration_id, 1, enable

configuration_id, 2047, disable

Module Definition

The module_ip line begins the definition of thegwoed and consumed
data for an AN-X. It consists of the keyword “mdgup”, followed by
a comma and then the AN-X IP address.

Example:
module_ip, 192.168.0.41

The module_ip line is followed by a produce sectod a consume
section for the AN-X.

Produce Section

The produce line marks the start of the produced fit& an AN-X. It
consists of a comma, followed by the keyword “preeiu

Example:

, produce

Produce Blocks

Each AN-X can have up to 10 blocks of produced.datze produce
block can be up to 700 registers long. It can spathtiple drops.

The block_id line marks the beginning of the défimi of a block of
produced data. The format of the block_id line is

, » block_id, blocknumber, update_type, update_time
The blocknumber can be from 1 to 10.

The update type can be:
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Type Description

Timed block updates at regular timed intervalse Type
is followed by an update time in milliseconds, from
5to 16383 ms.

Bus_scan block updates at the end of a DCS scan

Broadcast_datablock updates when broadcast data updates. This
update type is valid only if the AN-X-DCSNet is a
DCS slave

Some examples:
, ,» block _id, 1, timed, 100
, , block_id, 10, bus_scan

, , block_id, 5, broadcast_data

The block_id line is followed by from 1 to 64 datefinition lines that
specify the contents of the produce block. Thenfdris

, , offset (optional), tagname, data operationntodrop, register

The offset is the byte offset in the produce blottkcan range from 0 to
1399, but the upper limit also depends on the @@ For example, the
maximum offset for data type U16 (see below) is8.39

The offset is optional but if it is included it defs the location of the
item in the produce block. Subsequent items witloffiset in the
definition are allocated after the item with thésef. For example, if
you assign an offset of 1320 to an item with tyf@ tbunt 1, the next
item (with no explicit offset) is automatically agsed offset 1321.

Don't use offsets unless necessary. AN-X will gssll data locations
automatically, based on the tagnames. If you add lditer, you won't
have to make any changes.

The tagname can have from 1 to 47 alphanumeri@actes. It has to
start with a letter or an _ (underscore). It canndude spaces or
punctuation (especially commas). Consume blockghes tagname to
identify the start of a specific piece of data.

Tagnames must be unigue within a produced block.

The data operation describes how the item is pseckwhen it is
transferred to the produced block. The data ojeraan be one of the
following:
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Operation Description

ule6 Copy two bytes to two bytes

Ule_SwW Copy and swap and two bytes to two bytes

U3z Copy four bytes to four bytes

U32_SW Copy and swap four bytes to four bytest(bgge is
copied to fourth byte, second byte is copied tadthi
byte, etc)

U8 TO_U16 Copy one byte to two bytes, unsignede High
byte of the destination is set to 0.

S8 TO_S16 Copy one byte to two bytes, signedhelthigh bit
in the source byte is set, the byte with the higher
offset in the produce block is 0xff. OtherwisésiD.

Ule TO_ U8 Copy two bytes to one byte, unsignedyrigithe

contents of the upper byte of the source.

U16_TO_U8_OV

Copy two bytes to one byte, unsigned. If the upp
byte of the source is non-zero, clamp the destna
at 255. For example if the first byte containsadd

the second byte contains 01, the destination igse
OxFF = 255 decimal.

S16_TO_S8

Copy two bytes to one byte, signedhelfsource
value is outside the range of an 8-bit signed irteg

(-128 to 127), the value is clamped at —128 or 12

The count defines how many items of the data typéabe transferred
to the produce block. The maximum value of thentasidetermined by
the combination of the amount of data defined fernode and the data

operation.

The drop can be any valid drop number from 0O to Bbe register can
range from O to 63.

Some examples:

, , ,Broadcast,U16,8,0,32
, » ,Diagnostics,U16,7,0,14
,,1399,Test,U16 _TO_US8,1,0,4 ; with explicit offse

Consume Section

The consume line

marks the start of the consumaitdefis for an

AN-X. It consists of a comma, followed by the keynd “consume”.

Example:

, consume
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Consume Blocks

Each AN-X can have up to 10 consume definition kéocA consume
block tells the consuming AN-X the source of thead# address and
produce block number), the location of the datdiwvithe produced
block and the amount of data to consume, how toga®that data, and
where to write the consumed data.

The destination DCS drop and registers must beablatby the AN-X
that consumes the data. For example, if an AN-XIXCS slave at drop
1 depth 2, it can write the consumed data onlyép d registers 0 to 31
and drop 2 registers 0 to 31.

The producer_ip line identifies the AN-X that isducing the data. The
format is

, » producer_ip, IP address
Example:
, » producer_ip, 192.168.0.9

The block_id marks the beginning of the definitafra block of
produced data. The format of the block _id line is

, , block_id, blocknumber, timeout

The blocknumber is the block number on the produéiN-X and can
range from 1 to 10.

The timeout can range from 5 to 16383 ms. If tteelpced block does
not update within the timeout period, AN-X logsemor in the bridging
log. Selectog Files/Bridging Logn the web interface to view the log.

The block_id line is followed by from 1 to 64 datefinition lines that
specify the contents of the consume block. Thmébiis:

, , Offset (optional), tagname, data operationntodrop, register

The offset is the byte offset in the produce blotke minimum offset is
0. The maximum offset is 1399 but also depend$hemata operation.

NOTE: If the offset is included, it takes precedepeger the tagname.

As an example of where an offset is sometimes ysétuproduce block
produces a 16 bit value with a tag name, most coassiuse the entire
16 bit value via the tag name, but one of the conesa that is interested
in just the upper byte can obtain the upper byteguthe offset.

The tagname can have from 1 to 47 alphanumeri@ctes. It has to
start with a letter or an _ (underscore). It carincdude spaces or
punctuation (especially commas).

AN-X uses the tagname to locate the produced deite@. combination of
producer IP address, block number and tagnamdfgatpspecifies the
start of the data to be consumed.

The data operation can be one of the following
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Operation

Description

ule6

Copy two bytes to two bytes

U16_SW

Copy and swap two bytes to two bytes

u32

Copy four bytes to four bytes

U32_Sw

Copy and swap four bytes to four bytest(figge is
copied to fourth byte, second byte is copied tadthi
byte, etc)

Us_TO_U16

Copy one byte to two bytes, unsignede filgh
byte of the destination is set to 0.

S8_TO_S16

Copy one byte to two bytes, signedhefhigh bit
in the source byte is set, the byte with the higher
offset in the produce block is Oxff. OtherwisésiO.

U16_TO_U8

Copy two bytes to one byte, unsignedyiigithe
contents of the upper byte of the source.

U16_TO_U8_OV

Copy two bytes to one byte, unsigned. If the upp
byte of the source is non-zero, clamp the destna
at 255. For example if the first byte containsadd

the second byte contains 01, the destination i®se
OxFF = 255 decimal.

S16_TO_S8

Copy two bytes to one byte, signedhelfsburce
value is outside the range of an 8-bit signed itteg
(-128 to 127), the value is clamped at —128 or 12

To obtain a data operation that isn’'t supported,aisombination of data

operations, one in
copy a single byte

the produce and one in the eoasuor example, to
to the high byte of a 16-bitavarse a U8_TO_U16

to copy the byte to a word in the produce blockntbse a U16_SW in
the consume to extract the data.

The count defines
the produce block.

how many items of the data typesatracted from

The count can range from 1 to 32, since the maximumber of
consecutive writable registers is 32.

The DCS drop number can be any valid drop from®6to The register
can be any valid register from 1 to 63 and muswiiable.

Some examples:

,, , Broadcast, U16, 8, 0,32
,,, Dropl_Reg, U16, 32,1, 0
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Sample Configuration File

In the following configuration, there are two ANfKXodules.

the AN-X at IP address 192.168.0.10 is producibtpak of data
every 100 ms. lItis also consuming data from theXAmodule at
IP address 192.168.0.180

the AN-X at IP address 192.168.0.180 is producimg lslock of data
every 50 ms and is not consuming any data

configuration_id,1,enable
module_ip,192.168.0.10

, produce

, , block_id, 1 ,timed, 100

, » » Broadcast, U16, 8, 0,32
., , Diagnostics, U16,7, 0,14
, consume

, » producer_ip,192.168.0.180
., block id,1,1000

,,, Dropl_Reg, U16, 32,1, 0

module ip,192.168.0.180

, produce

, , block_id,1,timed , 50

,,, Dropl_Reg, U16, 64,1, 0

Sending the Configuration to AN-X

When the configuration is complete, save it tde fif you are using a
spreadsheet to create the configuration, savedtfibs of type comma
separated variable (CSV).

To upload the configuration:

1. Start your web browser

Enter the AN-X IP address as the address, for ebgrip2.168.0.9
SelectAutomation Network/Define DCSNet Bridging

Browse or type in the configuration file name

Click Send To AN-X

a > W N
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Error Log

If the upload is successful, the web interface shthe configuration. If
an error occurs, the web interface gives an eregsaige. To see further
details, seledtog Files/AN-X-DCSNet Bridging Ldgee page 65) and
check for error messages.

Errors that occur during configuration of AN-X tdNAX communication
or during operation are logged in the AN-X.

You can view the log using the AN-X web interfacgelectLog
Files/AN-X-DCSNet Bridging Lo view the log.

If the log overflows, AN-X closes the log file (xeaicsd.0) and opens a
second log file (xanxdcsd.1). It continues torale between the two
log files as each one fills up. Uséew All Logsto view both log files.
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Using DDE/OPC to Access DCS Data on the Module

You can use a DDE or OPC server, such as RSLiregdess the DCS
data directly on the AN-X-DCSNet. The module "eatat" PLC-5
integer files 100-155. Each file corresponds toGSirop. For
example, if you create tags to access N102, N11@2N102:63 represent
Drop 2's DCS registers.

The AN-X-DCSNet supports Word Range read/write, 8d/pead/write,
Read/Modify/Write, and PLC-3 Bit Write messagegfwvioth logical
ASCII and logical binary addressing.

To configure a topic in RSLinx to access data @AN-X-DCSNet:

1. Create a new topic. From the main menu sé&&iE/OPC/Topic
Configuration Click Newand give the topic a name.

2. For the Data source, browse the path to the AN-Xuteand click
Apply.

3. On theData Collectiontab, set thérocessor Typéo PLC-5 Check

Polled Messageand select an appropriate update rate. Leave
everything else unchecked. Clidpply

4. You do not need to set anything on the Advanced @onncation
tab.

5. Click Doneto complete the topic configuration.

You can now access data using any DDE or OPC ategmaible of
communicating with RSLinx.

Details for configuring other OPC servers are foumtechnical notes on
the QTS websiteyww.qtsusa.com
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Using RSLinx to View Data

AN-X appears to RSLinx to be an Ethernet PLC-5cHmally a
PLC-5/20E.

First create an Ethernet driver to communicate tghAN-X.

If you right click on the AN-X module in RSLinx arsglect Data
Monitor, a list of files appears.
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Each file corresponds to the data for one DCS dféfe N100
corresponds to drop 0, N101 corresponds to drapdlsa on.

To view the drop data, double click on the appraterfile.

To change the display format, right click on théaddisplay and select
Properties then select the format you want.
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Using AnxInit

AnxInit is a 32-bit Windows application suppliedtiviAN-X to perform
the following functions:

Locate and identify AN-X modules on the Etherndtwmek
Select a specific AN-X for configuration

Set the IP address and other network parameteanfAiN-X
Restart an AN-X

Display information about the selected AN-X

Read the kernel parameters for the selected AN-X
Update the flash (low level firmware) on the sedecfN-X
Update the firmware on the selected AN-X

Patch the firmware on the selected AN-X

In addition, it can be used to:
clear the Anxinit log

copy the contents of the log to the clipboard fee by another
application. This is often useful for technical pag

AnxInit Log

AnxInit logs messages in its main window. Thesasages are often
useful for determining the cause of errors ortéahnical support.

To clear the log, sele&dit/ClearLog

To copy the contents of the Log to the Windowslabigrd so that they
can be pasted into another application, sételdf Copy
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AN-X Log
Locating Available AN-X Modules

To locate all accessible AN-X modules on the Eteenetwork, select
Utilities/Locate All AN-X Modules.

AnxInit displays a list of the AN-X modules it fisdshowing their MAC
IDs, IP addresses and host names.

This command is useful for determining IP addresg®n they have
been set by a DHCP server or for confirming thaf\BiRX is accessible.
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Selecting an AN-X

Before you can perform an operation on an AN-X, ypaust select it.
ChoosdJtilities/Select An AN-Xo select a specific AN-X.

From the Adapter list, select the network adagtat tonnects to the
Ethernet network that contains the AN-X.

In theEthernet MAC Addredield, enter the MAC Address of the AN-X
you wish to select. It can be found on the AN-Edbor using the

Locate All AN-X Modulesommand. The format is as shown above, six
pairs of hexadecimal digits separated by hyphens.

In thelP Addresdield, enter the Ethernet IP address of the ANexi y
wish to select. It can be found using tlweate All AN-X Modules
command. The format is as shown above, four ddciomabers each in
the range 0 to 255.
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Both MAC address and IP address must match thegetin the AN-X
in order for communication to occur.

Click OK to select the AN-X.

The title bar of AnxInit shows the MAC Address dfdAddress of the
currently selected AN-X.

Set AN-X IP Configuration
Utilities/AN-X IP Configuratiorsets the AN-X IP address and hostname.
The AN-X must be on the local Ethernet to setitstldress.
First select the AN-X using tHdtilities/Select An AN-X command.

Next selecttilities/AN-X IP ConfigurationThe AN-X TCP/IP
Configurationdialog appears.

Enter aHost Namdor the AN-X. This name is used internally by AN-
and may be used to identify the AN-X if you havBMS server on your
network. The name can be from 1 to 31 characbe. |

To configure the AN-X to obtain its IP address frarfDHCP server on
the network, seledbtain an IP address automatically (DHCP)

To configure the AN-X to use a static IP addresikedtUse the
following Settingsnd enter the following:

the desired IP address for the AN-X.
the Subnet mask for the AN-X

January 2008



Page 50 AN-X-DCSNet

Restart an AN-X

AN-X Info

the default gateway for your network.

You must enter a valid default gateway address é\there is no device
at the gateway address on the network.

Click OK to complete the configuration.

Utilities/AN-X IP Configuratiorresets the selected AN-X. Use the
Utilities/Restart AN-Xo restart the AN-X in production mode.

If you Cancel theJtilities/AN-X IP Configuratiorcommand, AN-X is
left running the boot code. Use tbélities/Restart AN-Xcommand to
restart the AN-X.

Use theUtilities/Restart AN-Xcommand to restart the currently selected
AN-X.

The Utilities/AN-X Infocommand provides information about the
currently selected AN-X in the log window.

The information shown:

AN-X Info Ethernet MAC address

SerNum Serial number

DaughterID Daughterboard ID, 3 for AN-X-DCSNet

BootRev Boot code version

ConfigRev Configuration kernel version

ProdRev Production kernel version

HwRev Hardware version

FirmwRev Firmware release version (depends on otirre
operating mode)

Status see below

Vendorld Vendor ID

Prodid Product ID

IpAddrStr IP address assigned using Utilities/ANPX
Configuration

HostName name assigned using Utilities/AN-X IP
Configuration
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In boot mode, FirmwRev, Vendor ID and Product I@ &awot valid, and
IpAddrStr and HostName are not shown.

Read Kernel Parameters

Run Config Mode

Update AN-X Flash

TheUtilities/Read Kernel Parameteommand displays various
communications parameters for the currently sedieatd-X

This command resets the AN-X. You will be warned given the
opportunity to cancel the command.

TheUtilities/Read Kernel Parametermommand leaves the AN-X
running the boot code. Use thiélities/Restart AN-Xcommand to
restart the AN-X in production mode.

TheUtilities/Run Config Modeommand is used to restart the currently
selected AN-X in configuration mode (normally usegrnally for
updating firmware).

This command is not used in normal operation but bearequired for
technical support.

The AN-X is in configuration mode when the SYS LERshes red
twice, followed by a pause.

To exit configuration mode, use thiilities/Restart AN-Xcommand to
restart AN-X in production mode.

TheUtilities/Update AN-X Flasktommand updates the low-level
firmware (configuration and production kernels).

Files have extension gtf and are found on the Abistribution CD.

This command resets the AN-X. You will receive @aming and be
given the opportunity to Cancel the command.
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If you cancel at the filename dialog, the AN-X lei®ady been reset and
is in boot mode. Use thdtilities/Restart AN-Xcommand to restart it in
production mode.

Update Firmware

There are two ways to update all the firmware iAdlhX module.

1. TheConfiguration/Firmware Updateommand starts the firmware
update wizard, which takes you step by step thrahgHirmware
update process.

2. TheUtilities/Update Firmwarecommand updates all the firmware
on an AN-X you have selected using thidlities/Select An AN-X
command.

Firmware files have extensidn.
Firmware Update Wizard

Select theConfiguration/Firmware Updateommand to start the
firmware update wizard.

Step 1:
In step 1, you identify the AN-X you are configugin
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1. Select the Ethernet adapter that's connectduetdN-X. In most
cases there will be just one Ethernet adapterarcéimputer. The AN-X
must be on the same subnet as the computer.

2. Enter the MAC address of the AN-X you are uptatiThis is printed
on the AN-X label. It consists of six pairs of aeecimal digits,
separated by hyphens. In the example above,0t@&81a-00-00-0a.

If the AN-X is already online, you can obtain itsAKZ address using the
Utilities/Locate All AN-X Modulesommand.

3. Enter the IP address of the AN-X you want toaipd

Step 2

In step 2, you choose a method of restarting AN+t it in config
mode.
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The preferred method is to cycle power on the ANS€lect the first
option on the screen and click tNext >> button.

The second method, useful if the AN-X in not eaattgessible, is to
send it a command over Ethernet. The AN-X musgtdeered on and
completely running for this method to work. Foaeple, if this is the
first time you are configuring a new AN-X, allowfBadient time for it to
acquire an IP address from a DHCP server or to ¢imtend use its
default IP address (about 3 minutes). Selectehersl option on the
screen and click thdext >> button.

Step 3:

Wait for AN-X to enter config mode. While AnxIng waiting, the
Next>> button will be disabled. When AN-X is in boot negdhe
Next>> button will be enabled.
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If the AN-X does not enter config mode within abé0tseconds, return
to the previous screens and check the entries.

Click theNext>> button, and select the firmware file you want to
download and cliclopen

AnxInit transfers the firmware file and restarts #hN-X.

After you run update the firmware, you must recgafe the AN-X and
restore:

DCS drop number and depth
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ControlLogix configuration
AN-X to AN-X configuration

Update Firmware Command

Patch Firmware

The Utilities/Update Firmwarecommand updates all the firmware on an
AN-X you have previously selected using thilities/Select An AN-X
command.

This command resets the AN-X. You will receive @ming and be
given the opportunity to Cancel the command.

If you cancel at the filename dialog, the AN-X lei®ady been reset and
is in configuration mode. Use th#ilities/Restart AN-Xcommand to
restart it in production mode.

Click theNext>> button, and select the firmware file you want to
download and cliclopen

AnxInit transfers the firmware file and restarte #hN-X.

After you run update the firmware, you must recgafe the AN-X and
restore:

DCS drop number and depth
ControlLogix configuration
AN-X to AN-X configuration

The Utilities/Patch Firmwarecommand applies small patches to the
firmware running on the AN-X.
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These patch files files have extenspmh

This command resets the AN-X. You will receive @aming and be
given the opportunity to Cancel the command.

You do not have to reconfigure the AN-X after applya patch. All
configuration information will be left intact.

When the patch has been applied, AnxInit restagAIN-X in
production mode.

If you cancel at the filename dialog, the AN-X lei®ady been reset and
is in configuration mode. Use th#ilities/Restart AN-Xcommand to
restart it in production mode.
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Using the Web Interface

The AN-X module contains a webserver capable ofmamcating with
standard web browsers such as Internet Explorietscape.

The web interface is used for:
setting the DCSNet configuration (drop humber aapithl)
uploading ControlLogix and AN-X to AN-X configuratm files
monitoring DCS data
viewing AN-X logs

To use the web interface, you need to know thadtRess of the AN-X.
Use theUtilities/Locate All AN-X Modulesommand in AnxInit to find
all AN-X modules on the Ethernet network.

To access the web interface, start your web broeuséitype the AN-X
IP address where you normally enter web addresgéeg ibrowser.

The left pane contains commands. Click on thevesrat the left of the
main headings to expand or contract the sections.
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DCSNet Configuration

The contents of the right pane depend on the cuc@nmand being
executed.

SelectAutomation Network/DCSNet Configuratitmset the DCS drop
number and depth.

AN-X-DCSNet can be used as a DCS master or sl@ymeck Master or
Slave to select which one you want.

If the AN-X-DCSNet is a DCS slave, enter the Drogniber and Drop
Depth. These entries are ignored if the AN-X BGS master.

The default AN-X configuration is DCS slave, drdp 8epth 1.
Click the SUBMIT button to send the values to AN-X.

If you are using ControlLogix Support or AN-X to AKXl
communication, check the logs for these applicatgince the new DCS
parameters may be incompatible with the currenfigorations for these
applications.
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Define AN-X to AN-X Communication

AN-X modules can share data with each other ovieeret. Refer to
sectionAN-X to AN-X Communicatiamm page 35 for information on
how to create a configuration file.

SelectAutomation Network/Define DCSNet Bridgiimgthe web interface
to send the configuration file to AN-X or to viehet current
configuration.

Type or browse the configuration file name into 8sdect file:area.
Then click theSend To AN-Xutton to send the file to AN-X.

AN-X parses the file and shows either the currenfiguration if the
upload is successful or an error message if tlseagoroblem with the
file.

If there is an error, check the AN-X-DCSNet Bridgilog to determine
the cause.

To view the current configuration, click tMew Your Current
Configurationlink.
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Configure ControlLogix Support

AN-X can exchange scheduled data with a Controlk pgocessor over
Ethernet. Refer to section Scheduled Data witloiati@lLogix on page
23 for information of configuring scheduled dat&leange.

SelectAutomation Network/Configure ControlLogix Suppiarthe web
interface to upload the configuration.

Type or browse the configuration file name into 8edect file:area. The
click theSend To AN-Xutton to send the file to AN-X.

Check the ControlLogix Log to determine if therevdddeen any errors
with the upload.

View Configuration Files

SelectView Configuration Fileso view the ControlLogix or AN-X to
AN-X configuration file.

January 2008



Page 62 AN-X-DCSNet

Click on the links to view the files using the apption that is associated
with CSV files.

Right click on the links to retrieve the files frofiN-X and store them on
your computer.

View Active Configuration

SelectView Active Configuratioto view the ControlLogix or AN-X to
AN-X configuration file in the web browser.
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Monitor DCS Data

To use the web interface to view the current DCi®/okk data on the
AN-X, selectAutomation Network/Monitor DCSNet

To select the drop to be displayed, type the droplyer in the Drop
Number field and cliclSubmit

To update the display, click thefresh Registetsutton.

Scroll the browser window to view all the data.eMalues are shown in
hexadecimal.

Beneath the data display is a summary of the drdjpg@nostic register
usage (see page 69).
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Log Files

System Error Log

System Info Log

AN-X maintains various logs to record diagnostid &nror messages.
Use the Log Files menu in the web interface to vieese logs.

The System Error log records errors that occumduAiN-X operation.
This log is normally empty.

The System Info Log records informational messalyemg startup and
normal operation.

AN-X-DCSNet Bridging Log

ControlLogix Log

View All Logs

Administration Menu

The AN-X-DCSNet Bridging Log records messages fthmapplication
that is responsible for direct AN-X to AN-X commaation.

These messages include normal startup messagesgassabout
problems with the configuration file, and runtinreogs such as timeouts.

If the log overflows, AN-X closes the log file (xeaicsd.0) and opens a
second log file (xanxdcsd.1) and continues to aédter between the two
log files as each one fills up. Use View All Lagsview both log files.

The ControlLogix Log records messages from theiegiibn that is
responsible for scheduled communication with a @nbgix processor
and unscheduled communication with DDE and OPCessrv

These messages include normal startup messagesagassabout
problems with the configuration file, and runtinreoes such as timeouts.

If there are problems with scheduled connectiorth@cAN-X or with
unscheduled messages to the AN-X, this log mayigedurther
information on the cause of the problem.

If the log overflows, AN-X closes the log file (eie0) and opens a
second log file (enetip.1.1) and continues to afex between the two
log files as each one fills up. Use View All Lagsview both log files.

Use View All Logs to list and view all the AN-X Ieg To view a log
file, double click on the file name.

The Administration Menu is used to set the AN-XallRiress and to view
and edit files on AN-X. The file edit functiongsmssword protected and
is used only for AN-X technical support.
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Browse File System

AN-X IP Configuration

If you are required by QTS technical support tonexe files on the
AN-X, select Administration/Browse File System.

Technical support will provide the password andobppetailed
information on any further steps.

You can change the AN-X IP configuration from thebwnterface. This
requires that you already know the currect IP askleand can use it to
access the web interface.

Select Administration/AN-X IP Configuration.
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You can configure the AN-X to use DHCP or to ustadic IP address.
Click SUBMIT to set the parameters.

When prompted, click CONTINUE to reboot the AN-Xtlwthe new
parameters.

Archive Configuration

You can archive all the current AN-X configuratifiles and log files
from the web interface. The archive file is a dinal gzip compressed
tar archive.

SelectAdministration/Archive configuration.

Click on the Archive File link and save the fil€elect the destination
where the file will be stored.
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LEDs

Ethernet LEDs

SYS LED

Troubleshooting

The AN-X-DCSNet has LEDs that indicate the statéhefEthernet
connection, the connection to the DCS network @sag and the
overall module state.

There are two LEDs that indicate the state of ttheeet connection.

The orange LED, labelled 100, is on if the linkusning at 100
Mbits/second and is off otherwise.

The green Link/Act LED is off if the link is inae® and is on if the link
is active. If activity is detected, the link blmkat 30 ms intervals and
continues blinking as long as activity is present.

The SYS LED is used by the AN-X operating systeh saftware to
indicate the state of operations and errors.

It should be used in conjunction with the logsdedte the cause of
problems.

In the following, red 3 means three red flashel®¥otd by a pause, and
SO on.

SYS LED State Possible cause

Red 2 AN-X is in config mode

Red 3 DHCP configuration failed

Red 4 Fatal application error, check logs for cause

Red 5 Application memory access violation, chegslo

Red 6 Application failed, illegal instruction, clidogs

Red 7 Application crashed, unknown cause, check log

Fast red flash Reconfiguration (set drop numberdepth)
failed)

Configuration of ControlLogix support failed

Configuration of AN-X to AN-X communication
failed

Single red flash AN-X to AN-X communication problesrror
on producer or timeout on consumer

ControlLogix scheduled data or unscheduled
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SYS LED State

Possible cause

Red 2

AN-X is in config mode

messaging, addressing or connection problem

Slow red flash

script or application problem durstgrtup

At startup, the SYS LED sequence is:

boot code starts — fast flashing red

boot code loads a kernel — solid red

if the configuration kernel is loaded, 2 red flasfi@lowed by a

pause

if the production kernel loads with no errors, d@reen

NET LED — DCS Network Status

The NET LED indicates the status of the DCS netvemfnection.

DCS Master

All drops operating correctly | Solid green

No other drops Yellow

Network error Flashes red
DCS Slave

All drops operating correctly | Solid green

No other drops Solid red

Network error Flashes red

DCS Diagnostic Counters

AN-X maintains standard DCS drop 0 diagnostic cersit Use
Automation Network/Monitor DCSNigt the web interface to view the
diagnostic counters.

The counters are:

Register

Meaning

4-7

Drop status table

12

Local station’s drop number

14

Messages received

15

Receive timeouts
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Register Meaning
16 CRC errors
17 Overrun errors
18 Abort errors
19 Messages transmitted
20 Local station’s drop depth

In the drop status table, register 4 contains sttudrops 0 to 15, bit O
corresponds to drop O (the master), bit 1 correspémdrop 1, and so
on. Register 5 contains the status of drops B foegister 6 contains
the status of drops 32 to 47 and register 7 conthi@ status of drops 48

to 55.
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Updating the Firmware

The AN-X operating software consists of severatgar
boot code, runs at startup
configuration kernel, runs when you update firmware
production kernel, runs in normal operation

application software, for DCS communication, schedu
communication with ControlLogix and unscheduled sagging, and
AN-X to AN-X communication

The kernels are supplied in file with extensgihand are updated using
the AnxInit utility. Run the commanditilities/Update AN-X Flaskand
select the file you wish to download. Refer tog&dg for details.

Firmware files contain the application programsAd-X and have
extensiorbin. They are downloaded using the command
Configuration/Firmware Updater Utilities/Update Firmwaren
AnxInit. Refer to page 52 for details.

Occasionally individual patch files are releasedey have extensigoch
and are downloaded using tbiélities/Patch Firmwarecommand in
AnxInit. Refer to page 56 for details.

Reading Version Numbers

To read the version numbers of the various softwaneponents:

Boot code AnxInit — AN-X Info
Configuration kernel AnxInit — AN-X Info
Production kernel AnxInit — AN-X Info
Firmware AnxInit — AN-X Info (version depends on

current mode, boot, configuration or
production)

Individual applications

AN-X to AN-X Web interface, AN-X-DCSNet Bridging log
communication

ControlLogix scheduled Web interface, ControlLogix Log
communication and
unscheduled messaging
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Obtaining the Latest Software

Version numbers and software for the most recent{Afdleases are
available from the QTS websit@ww.qtsusa.com
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Specifications
Parameter Specification
Function Bridge between Ethernet and AutoMax DCS
network
Description Processor: 100MHz IDT MIPS

FLASH memory: 64M
RAM: 64M

Typical Power
Consumption

300 mA @ 12 VDC or 150 mA @ 24 VDC

Maximum Power
dissipation

3.6W

Environmental
Conditions:

Operational
Temperature

Storage Temperature

0-50C (32-122F)

—40 to 85T (—40 to 185F)

Relative Humidity

5-95% without condensation
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Support

Technical support is available from Quest TechnBmltions.
Quest Technical Solutions

4110 Mourning Dove Court
Melbourne FL 32934
321 757-8483

website: gtsusa.com

email: support@qtsusa.com

If you need to make a return, contact QTS to otdaieturn
authorization number.
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